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Dear Readers,

Welcome to our new issue devoted to Forensics with FTK 
Imager. I want to invite you on a journey exploring the 
powerful features of this forencis toolkit. Our experi-

enced experts prepared specialistic as well as introductory arti-
cles, that will statisfy you with the comprehensive knowledge.

This Access Data tool which is available free of charge has been 
used to institute forensic pictures of any kind of hard drives and 
disks as well as single files. It is also capable of recovering data so 
hackers – beware, your activity is traced!

In this issue you will learn to catch digital evidence ‘on the fly’, 
how FTK Imager can be helpful in archiving numerous data, how to 
recover deleted evidence files. In addition to this we present 2 tu-
torials of data recovery with FTK Imager in combination with two 
other softwares and a few real case examples where that Access-
Data tool became crucial to conduct the investigation. 

Enjoy reading and join us in discovering digital forensics! Please 
give us your feedback, follow us on Facebook. Google + and Twit-
ter and be updated with our latest news and suggest future topics. 
We will be happy to hear from you!

eForensics Magazine Team
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FTK Imager, More Than an Just an Imager
by Sam Pepenella 
Although a considarable amount of investigatos utilize FTK Imager as an imager and preview tool, 
it has many more capabilities which could assist any investigator during the examination of some 
digital devices. Have a look at some of the features of FTK Imager and get some tips how to simplify 
future investigations!

FTK IMAGER AS AN ARCHIVER?
by Keith Swanson
One of the trials and tribulations of Digital Forensics is what to do when everything when you’re do-
ne. If you have worked for many years, you have folder after folder of data. Reports, images, exports, 
everything and anything can be involved in a case. All of it has to be put away nicely, in a manner 
that someone years from now can open and see what you have done. Save your time and money by 
learning how to archive with FTK Imager!

HOW TO INVESTIGATE FILES WITH FTK IMAGER
by Mark Stam
The Master File Table or MFT can be considered one of the most important files in the NTFS file sys-
tem, as it keeps records of all files in a volume, the physical location of the files on the drive and file 
metadata. One of the most important tasks of a computer forensics expert is making file artifacts and 
metadata visible. Learn how in a straightforward manner, conduct the process of extracting NTFS file 
system data from a physical device. NTFS uses the Master File Table (MFT) as a database to keep track 
of files. We can use the MFT to investigate data and find detailed information about files. In this ex-
ample we use FTK Imager 3.1.4.6 to find a picture (JPEG file) in Windows 7.

USING FTK IMAGER CREATE FORENSICALLY-SOUND COPIES OF DIGITAL MEDIA
by Austin Troxell
The first step in Digital Forensic examinations is to create precise duplicates of any storage media 
collected as potential evidence. One of the key principles of Digital Forensics is that examiners must 
eliminate or minimize the risk of altering any information contained on the original evidence items. 
Where at all possible, the analyst will make digital copies of the media to be examined and work from 
these duplicates, preserving the originals. The Digital Forensics examiner has numerous options for 
creating exact bit-stream representations of digital media, including hardware duplicators as well as 
various software tools that create digitally identical copies. In this article Austin Troxell focuses on the 
features and use of AccessData’s FTK Imager.

CREATING A FORENSIC IMAGE OF A HARD DRIVE USING FTK IMAGER AND 
IMAGER-LITE FROM ACCESSDATA
by Bridgette Braxton
The advancement in the world of computer forensics has provided many tools to assist incident 
responders perform live analysis on a computer. The capabilities of forensics tools have improved 
by making analysis feasible by integrating enhanced interfaces, documentation, built-in detection 
methods, and new ways to collect evidence. Let’s see how FTK Imager can be used in those process-
es and how to do it!

FTK IMAGER ON THE FLY
by Robert C. DeCicco
Practicing computer forensics often times means having to jump on a plane or in a car to get some-
place quickly to collect evidence. In part, response to the ofthen reactive nature of the work, agne-
cies and firms have developed fly away kits, mobile labs or other solutions that are prepped and 
ready to go and can handle a variety of environments or evidence types. What about when you’re 
not prepared for a collection? What about those instances where you may be only scheduled to at-
tend a meeting or scoping exercise at a client site? Robert DeCicco will show you how FTK Imager 
literally saved the day when the circumstances suddenly changed.

HIDING INFORMATION THEFT: HOW TO FIND VIDENCE OF DATA THEFT
by Mark Garnett
It is fair to say that most of today’s computer users know that when they “delete” a file from a com-
puter system, it is not really deleted. The have the repository of all answers, Google, available to 
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them that they can use to research ways in which to cover their tracks and prevent computer ex-
aminers from finding evidence that may get left behind from any wrongdoing. However, Mark Gar-
nett will show you that even this might not be so successful if the forensic examiner knows how to 
use FTK Imager!
Discover how he investigated the real case of stole intellectual property and learn how to do it!

DETECTING EVIDENCE OF INTELLECTUAL PROPERTY THEFT USING FTK® 
IMAGER (AND FTK® IMAGER LITE)
by Ana M. San Luis and Robert K. Johnson
In today’s world of constantly evolving technology, there arise a number of options for thieves, em-
bittered and disgruntled employees, or naive colleagues to participate in the theft of intellectual 
property, whether intentional or otherwise. IP theft can cost victims their jobs, reputations, and even 
millions of dollars, depending on what is stolen. Experts and investigators have a number of indus-
try and court accepted tools available at their fingertips to investigate suspicions or allegations of IP 
theft. Some of these tools allow forensic experts and investigators to examine live running suspect 
machines or media, while making little to no changes to the suspect machines or media. Two such 
tools are AccessData®’s FTK® Imager and FTK® Imager Lite.

FILE RECOVERY – PART 01
by Everson Probst
One of the core activities of a computer forensic expert is the file recovery. Through recovering, it is 
possible to examine records deleted by users or deleted automatically by the system. This tutorial will 
show you how to recover files as well as the technical properties performed with FTK Imager and Re-
cuva software. Recuva is the free software distributed by Piriform whose main function is to recover 
deleted files. It uses the archive system index to recover deleted files and also runs Data Carver, but in 
this aspect, it is not very efficient when compared to Foremost.

FILE RECOVERY – PART 02
by Everson Probst
In this tutorial you will learn how to conduct file recovery with FTK Imager and Foremost software. 
Foremost is the free software that has the function of recovering files based on the Data Carver 
method. It is capable of recovering files whose record entries are no longer found in the archive sys-
tem. That makes it a very useful tool to recover older files, despite it is not capable of recovering all 
original properties of the recovered file.

THE OTHERFTK!: FORENSICSTHAT KONVICT!
by Christopher M. Erb
Recently released studies have shown 93% of criminal and civil cases in the United States involve 
some type of digital evidence. Large capacity storage media containing massive amounts of digital 
evidence and constant changes in newly released software continue to bring challenges to digital 
forensics. That being said, computer forensic examiners are regularly tapped to process and examine 
vast volumes of data while removing superfluous rubbish. Today, computer forensic examiners are 
fortunate enough to have a host of forensic software and hardware products available to them and 
their respective agencies / corporations. This article discusses the best practices to preserve, examine 
and report the results of a digital forensic examination with the use of FTK.

FTK – IMPROVING PASSWORD RECOVERY
by Brian Mork
Let’s be honest: in our day to day forensics work it is far more likely for us to encounter a user who has 
saved all of their passwords in a text file than anyone outside the forensic realm would ever guess. If 
a suspect hasn’t written down their password it is likely as not to be along the lines of “password” or 
“123456.” On those rare occasions when a “complex” password is chosen it will often conform to the 
pattern of “word from a dictionary with a capital first letter, followed by a single number or special 
character.” Those of us who are lucky enough not to spend our days working organized crime cases 
will find the case where we have to recover a password of any real complexity to be the needle in the 
haystac.
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FTK Imager, More 
Than an Just an 
Imager
by Sam Pepenella

Over the last several years technology has grown in leaps and 
bounds around the world. It is not uncommon these days to see 
someone with digital devices, while not too long ago, only a 
select few had devices. Cell phones, tablets and computers have 
become as common as toasters in the home. If you’ve traveled 
by air within the last 5 years and looked around, you may have 
noticed how many people waiting for their flight were logged 
into the airports Wi-Fi to check their email, stock quotes, check 
their Facebook page or just the Internet.

Along with the explosion of the use of digital devices, the need to pro-
cess these devices is also on the rise. Whether it is a criminal inves-
tigation, discovery for litigation or to foil a terrorist attack, the need for 

examiners is paramount. 

As an examiner I’m part of a select group of individuals who have a very 
special skill set, a skill which is growing in popularity because of the demand 
for examinations. While I feel privileged to be among this group of profession-
als, I have a driving curiosity to know what tools others are using. I feel fortu-
nate to network with examiners around the globe.

I often speak with other examiners and at times the topic of our conversa-
tion is what tools they are using to complete their examinations. I usually get a 
broad range of responses ranging from open source to commercial products. 
Even though I receive a wide range of responses, one tool often designated 
as an important part of their investigation to image their devices the Access 
Data’s’ FTK Imager.

FTK Imager is a simple, but very powerful tool for any examiner who is in-
volved with doing digital forensics. FTK Imager is more than just an imager, it 
holds several other features which are indispensable to any examiner. It is a 
tool used to preview data and perform imaging of digital devices and if utilized 

What you will learn:
• 	 certain uses of FTK Imager
• 	 how to mount image files
• 	 detecting encryption
• 	 how to check a suspect’s comput-

er for viruses and malware
• 	 how to image a file

What you should know:
• 	 basic to intermediate forensics ex-

perience
• 	 understanding of Windows Regis-

try 
• 	 how to use Forensics Toolkit
• 	 properly collect and triage evi-

dence
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properly could limit the time an investigator dedicates to a case. Because of its versatility, an investigator 
can determine if further investigation is needed. Some examples of its uses are as follows:

• 	 Create forensics images
• 	 Preview files and folders
• 	 Mount images
• 	 Export files and folders
• 	 Recover deleted files from the Recycle Bin
• 	 Create hash of files

Although a considerable amount of investigators utilize FTK imager as an imager and preview tool, it has 
many more capabilities which could assist any investigator during the examination of some digital devices.

Let’s look at some of the features FTK Imager has, and for this writing I utilized Access Data’s lat-
est release of FTK Imager, v3.1.4.6. One thing to keep in mind while reading this article, is it is not all 
inclusive to what FTK Imager can do, I will only show some tips which can be utilized to help you sim-
plify future investigations.

FTK IMAGER TOOL BAR
Once you launch FTK Imager one of the things you will notice is its simple layout. As you can see from 
Figure 1 below, FTK Imager has the icon view on by default. Examiners can select to have them present 
or not, simply by selecting “view” and check or uncheck “tool bar.” As an examiner, I would rather have 
the icons displayed, but that is my personal preference.

Figure 1. FTK Imager tool bar

A nice feature AccessData has made is how the tool bar is arranged. As stated above, having access 
to each feature quickly is a great benefit to any examiner. 

Adding a device for examination is quick and simple. An investigator would need to select the “Add Evi-
dence Item” Icon by either selecting to either add one item or all the devices on a computer (Figure 2), 
something beneficial when doing a live examination of a suspect’s computer. 

Figure 2. Adding device for examination

FTK Imager allows an investigator to add four types of evidence sources for preview, such as a Physi-
cal Drive, Logical Drive, Image File or Contents of a Folder. First I’ll add a physical Device by either se-
lecting the “Add Evidence Item” (left icon above) or “Add all Attached Devices” (icon above).

Figure 3. Selected „Add Device” icon
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ADDING A DEVICE
Once you select the “Add Device” icon (Figure 3), you are presented with the “Select Source” box (Figure 
4), asking to select an evidence file to add to FTK Imager.

Looking at the four options, an investigator can select to add a source depending on the type of case 
they are working or limitations set by the courts. Adding a physical drive will add the entire contents of a 
physical drive, to include all partitions associated with that device. Adding a logical source will only load 
the contents of a logical drive including unallocated space. When you add an image file, this will load 
the image file as it was created, either Raw (dd), SMART (S01), E01 or AFF. Lastly, you can add an in-
dividual folder for an analysis.

Figure 4. Select Source

After you have selected the type of evidence for your case, “Physical Drive”, presented with the “Source 
Drive Selection.” From here, you will see what devices are attached to your machine and an investigator 
can select what device best fits their investigation.

Figure 5. Select Device section

As you can see (Figure 5), I have two attached device selections I can choose from. One of my devices 
is my computer’s hard drive and another attached device. Once the device is selected, FTK will popu-
late the “Evidence Tree” in the program so an investigator can begin to do a preview of the file and folder 
structure of the subject(s) computer. This will give an investigator an idea of what type of file system they 
are working with and can plan their investigation accordingly.
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As you can see in the Evidence Tree (Figure 6), FTK Imager was able to see my computers physical 
hard drive and determine I have 3 partitions. This is beneficial for an investigator so they can determine 
how the hard drive is partitioned and can verify, by adding up the partitions, to see if there are any hid-
den partitions. 

Figure 6. Evidence Tree

MOUNTING AN IMAGE FILE
An important feature of FTK Imager, is its image mounting function. The image mounting function allows 
the investigator to mount foreign file systems to windows, run Antivirus software, make virtual writes using 
a cache file, run 3rd party software against an image and navigate directory structure in Read only mode.

Figure 7. Mounting Icon

Looking at Figure 7, you can see Access Data put the Image Mounting Icon into the tool bar. This 
makes quick access for anyone wanting to mount an image file to drive. As an investigator, besides 
adding evidence to a case, I often use this feature. With nearly every case I examine, I utilize this func-
tion to mount the image and run a anti-virus and malware program against the image. If you have done 
computer forensics long enough, you will know that attorneys like to claim “a virus put all those illegal 
images on my clients’ computer.” It is my practice to take away any chance the defense can claim this 
as a defense, by doing a thorough and complete investigation. Running a virus and malware program 
against an image file should be good practice for any investigator, to close any chance of putting rea-
sonable doubt into an investigation.

Figure 8. New windows appearing 
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After selecting the “image mounting” option, you will see a new window will appear (Figure 8). From 
here, an investigator can direct what file to load by selecting the radio button to the right of the top line. 
For me, I will point it to a previously created image file, in most cases, an Expert Witness File (E01). Be-
low the box titled “Image File”, FTK Imager allows me to select a set of parameters on what special func-
tions I would like to use. Such features as Physical & Logical, Physical only or Logical only. I can have 
the option to select the drive letter and specify Mount Method settings, in the event I want to see what 
deleting a file will do in any investigation, I can select “Block Device/Writeable”, which will allow me to 
delete files from the file structure in a virtual manor. With this setting, FTK Imager creates a cache file 
containing the information of the virtual deleted content.

If I am doing an investigation where I have an HFS system, FTK Imager allows me to also mount this type 
of file system. Going through the same practices as stated above for mounting an image, I would need to 
change the Mount Method to “File System/Read Only”, to allow FTK Imager to do the translation for me. If 
you do not select this setting, Windows will not translate the file structure and you will not see be able to see it.

Figure 9. Here you can see what was mounted

After you have mounted an image, FTK Imager applies the next available letter to the drive, so it can 
be identified in the windows system. Looking at (Figure 9) above you can see what was mounted, show-
ing the examiner the Drive, Method, Partition and Image. As an investigator, I know my primary focus for 
doing a virus and malware scan, would be the “F” drive. As a note of caution, verify the “F” drive is the 
correct drive. In this example, there is only one partition on the device I selected and with many large 
drives in circulation today, there could be multiple. If you know the size of the partition you are examin-
ing, compare the size to the drive letter or you can open Windows Computer Management or Explorer to 
make the correct determination.

Now that I have selected my correct image I want to utilize Windows Explorer to perform my virus and 
malware scan. Simply right clicking on the drive should give you the selection to choose either the virus 
or malware program to launch against your target drive. If that option is not available, launch your virus 
or malware program and select the target drive appropriately.

Figure 10. Creating an image file

CREATING AN IMAGE FILE
Now to the meat and potatoes of what FTK Imager can do, creating a bit for bit images of the original file 
and providing you with a verification for each image created. FTK Imager will create five types of image 
files, Raw (Linux DD – .001), SMART (Linux .S01), Expert Witness (Encase .E01), Advanced Forensic 
Format (.AFF) and Access Data Custom Content (Logical Image .AD1). 

If you look at the tool bar, Access Data put the Image Icon in the reach of the examiner at the click of 
a mouse button (Figure 10). 

By selecting this icon, you will be presented with a window which is similar to the window for the “Add 
Device” icon (Figure 11). Access Data also added the “Fernico Device (Multiple CD/DVD) option, (op-
tional) to back up forensic data from a network location or from a locally attached hard drive, automati-
cally spanning the content over a series of disks.
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Figure 11. Watch out – similarities of two windows

One quick glance at Figure 11, and you will see what I mean about regarding the similarities with add-
ing a device to selecting a source for imaging. Although I have never confused the two windows, it could 
be understandable if someone did. Starting with the top selection, “Physical Drive”, this is the one you will 
select if you are doing a bit for bit copy of the original file. Next is the “Logical Drive”, an option to select 
if you have some parameters set in place by a warrant, limitations from a server or making an image of 
an encrypted file system. If you have already noticed, Access Data put the option of imaging an image 
file. In the event you need to change an RAW DD (001) to a compressed or Encase Expert Image .E01 
image, this option is available for you as well.

Depending on what analysis software you are using will depend on what image format you will utilize to 
add into the case. In addition the amount of storage you have will also depend on what format you use. 
Most examiners I speak with advise storage is a premium in their labs and they need to make good use 
of what they have. As a result, a majority of them utilize the Encase E01 format, which is a compressed 
format. There are factors which will effect just how much a file will be compressed, which is beyond the 
scope of this writing. Lastly, a majority of software in use, utilizes this same type of image format, nearly 
becoming a standard in the industry. As a Computer Forensic Examiner, you are bound to come across 
encrypted files at some point in time. As a Law Enforcement Officer performing computer forensics in the 
field, it is when you come across encrypted files and not if you come across 

Three of our units last 4 investigations we have come across encrypted files on the suspect’s computer. 
Two were from a live system and one was from a dead box investigation. With so much information being 
stored on our computers these days, it is a wonder there is not more encryption being utilized. 

As an investigator, whether you do forensics in the field or the offices of corporate America, understand-
ing what data to capture before an analysis can mean a game changer in an investigation. Access Data 
has addressed this issue with three options available in FTK Imager. One option is the choice of “Capture 
Memory”, the next is “Obtain Protected Files” and the last is “Detect EFS Encryption” (Figure 12).

Figure 12. 3 icons of our interest

Looking at (Figure 12) above shows the 3 icons of interest. The first icon is the icon which looks like a 
memory module, which should be selected when capturing a running systems live memory. The next is the 
icon which looks like a yellow safe, which is the icon one would select to obtain protected files. Lastly, the 
yellow key to the right is the icon you would select to check a system for Encrypting File System (EFS). 
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Now, in regards to the EFS encryption, this will not only detect Windows encryption but will also recog-
nize encryption from a third party, such as PGP, Credant, JFS, LVM and Ultimaco to name a few.

These three different options in a sense work hand in hand together. Imagine you execute a search 
warrant and the basis of the search warrant is the transmission of illicit material. As you come across the 
suspect’s computer system, you notice the system is running (aka powered on). Do you pull the plug, a 
procedure that has been taught for several years, or do you perform a live analysis.

Every situation is different, but in the type of situation as explained above, is something our unit has 
had to deal with. Using a lighter version of FTK Imager called FTK Lite, you are able to perform many of 
the features one can perform in a lab environment with FTK Imager but through the use of a flash drive. 

CAPTURING LIVE MEMORY
Something which should be noted is using a flash drive will leave a footprint on the suspect’s computer, 
so good documentation is paramount. 

Once you have mounted the flash drive into the suspect’s computer, select the Capture Memory Icon. 
When you select the memory module, you will be prompted with a screen as Figure 13.

Figure 13. Capturing live memory

From here, a user will need to set the Destination path where you would want the “memdump.mem” file 
to be saved. One should note, if you are only using a flash drive to capture the data from a running com-
puter, ensure you have a large enough flash drive to hold FTK Imager Lite and the storage for the mem-
ory dump file. If a computer has 8 GB of memory, ensure you have at least that much drive space avail-
able to you when performing this procedure. Included as options is the Pagefile and the Create AD1 file.

OBTAINING PROTECTED FILES
The next feature is the use of the obtaining protected files, such as System Files (Figure 14). Select the 
Icon which looks like a yellow safe and you are presented with a box as such. Access Data placed a 
warning box into this feature to warn the examiner the information they are obtaining is from a “live sys-
tem only.” If you select this option from your lab, you will collect the live data from your forensic computer. 
This option is made to do live capturing of system files from a suspect’s computer. 

Once you have selected the destination folder for the captured data, you have the option of collecting 
the files needed for password recovery or password recovery plus all registry files. From my experience, 
I’m going to collect password and all registry files, which could save you time when putting that informa-
tion into Password Recovery Tool Kit (PRTK).
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Figure 14. System Files

DETECTING ENCRYPTED FILE
Lastly is the option of checking the suspect’s 
computer for Encrypted Files. The last Icon of 
the three is an icon which looks like a yellow key. 
When checking a system for encrypted files, you 
can only do so when the computer you are ex-
amining is added as a device, through the device 
option. After the device has been added, you will 
notice the yellow key goes from being grayed out 
to being highlighted. 

When you select the EFS icon, you are pre-
sented with the following window (Figure 15). 
FTK Imager will now process the device you 
have and if it does locate an encrypted file, the 
program will notify you that it has located an en-
crypted file.

Figure 15. Detect Encryption Process

Although I have validated it with EFS, it does not cover all encryption types so a manual search may 
need to be done as well. As a suggestion, an investigator should check the system tray and Task Man-
ager to see what programs and processes are running. Make sure you are able to account for the files 
running, because once power is lost and you do not have the live memory to recover the passwords, ac-
cess to the files and folders may be permanently lost.

In this article I have only touched on a few of the capabilities FTK Imager. I would recommend one to 
read the Access Data FTK Imager user’s manual to be more familiar with all the capabilities this tool. In 
this world known as the digital age, an investigator needs to have many tools available to them when 
performing an examination.
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FTK IMAGER AS AN 
ARCHIVER?
by Keith Swanson

One of the trials and tribulations of Digital Forensics is what to 
do with everything when you’re done. If you’re like me you have 
folder after folder of data. Reports, images, exports, everything 
and anything can be involved in a case. All of it has to be put 
away nicely, in a manner that someone years from now can open 
and see what you have done. 

M any labs have policies for a hierarchy of folders and how to set them 
up. I’m not going to change that, but I may save you from spending 
a ton of money on some proprietary software to archive your case. 

One of the greatest assets of FTK Imager is the flexibility of it, and of course 
it is free. One component allows you to add the contents of a folder. In my 
case my evidence folders look like this:

Figure 1. Case Folders
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With each case maintaining folders inside it with items, exports, etc. 

In my 10 years in this business I have seen a time when an administrator runs a duplicate folder and file 
finder on an archive. In these folders are duplicate names from other folders, and possibly duplicate case 
names as each of examiners may have worked on the same case. The admin deletes duplicates based 
on name, not content and now work is lost. This may happen even out of control of your lab, such as with 
your organizations IT services. No matter the culprit, this is not something conducive to forensic science. 

By using FTK Imager to wrap the contents of each folder into a specified .AD1 file the contents are pro-
tected and can then be re-opened in Imager when needed and exported. 

An added advantage is a small compression savings in storage space. The .AD1 compression algo-
rithm has been defended by Access Data and accepted by the forensic community as an acceptable 
standard for the compression of drive image data. Therefore, using to compress and store your case 
work is also acceptable. Storage space savings add up over time as cases are archived in this matter, 
basically the volume of savings will add up to pay for more storage volumes in the future. 

SO LET’S GET TO THE PROCESS SHALL WE?
First download and install FTK Imager from Access Data’s website. Simple and easy to use the interface 
is pretty intuitive:

Figure 2. Imager Interface
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Using the “Create Disk Image” option to bring up the following:

Figure 3. Imager Interface

We want to use the “Contents of a Folder” option. This will get us the following warning:

Figure 4. Warning

Hit “Yes” and continue:

Figure 5. Path Selection
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FTK IMAGER AS AN ARCHIVER?

Select your path and folder and it appears like this: 

Figure 6. Image Addition

Tell FTK where to put the output and add the requisite case information:

Figure 7. Information

You can even encrypt the case if you wish:

Figure 8. Finish line
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Remember to make sure your fragment size is larger than the case itself. If you let the case fragment 
you will have a few files for the case instead of one. FTK Imager will fragment the folder into the MB size 
you specify, which negates the purpose of this method!

Just like making any image with FTK Imager you will see the same boxes and progress windows. The 
difference is that you will be making an .AD1 image of the case folder. 

CONCLUSION
What you have done is created a disk image of the contents of your folder, into a single file. This pro-
tects the contents in a single file, not a folder, which can then be stored in archive. One of the benefits of 
using this method is that you can combine the work of several examiners into the same image, protect 
that work, and then make the search for the archive simpler. For example, if three examiners work on 
the same case, one does hard drives, one phones, and one video, all the work is stored in a single file. 
Searching the archive for the single archive file yields one result, once the file is opened in Imager the 
necessary information can be extracted. 

This type of “flat” archive makes the search easier and quicker. 

Also the transport and sharing of the work is far more secure with the encryption option in Imager. Dis-
covery, Peer Review, and file review can all use the encrypted image of your folder to insure that only 
the right people see your work. 

The .AD1 format is recognized by almost all Forensic Suites and FTK Imager will be around well past 
any career. 

So there you have it, a simple easy way to archive your entire case in a single piece of free software. 
Forensic Archiving products can be priced at a couple hundred bucks, to thousands. Why? This process 
will work every time, with everything in the folder. Efficient and effective, this process will allow you to ar-
chive your work safely and easily. With FTK Imager being free it also makes the budget happy. All in all 
this process is a win for the labs using it. 

About the author
Keith Swanson is currently a Detective assigned to the Computer Crimes Unit of the Scottsdale, Arizona Po-
lice Department. A 22-year veteran, He is also an Access Data Certified Examiner and has over 700 hours 
of Computer Forensic and Mobile Phone Forensic training. Detective Swanson holds a Masters Degree in 
Information Management and has been involved with Digital Forensics for over 10 years and has consulted 
for the last 3 years on software development.
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HOW TO INVESTIGATE 
FILES WITH FTK IMAGER
by Mark Stam

The Master File Table or MFT can be considered one of the most 
important files in the NTFS file system, as it keeps records of all 
files in a volume, the physical location of the files on the drive and 
file metadata. One of the most important tasks of a computer 
forensics expert is making file artifacts and metadata visible.

This article describes, in a straightforward manner, the process of extract-
ing NTFS file system data from a physical device. NTFS uses the Mas-
ter File Table (MFT) as a database to keep track of files. We can use the 

MFT to investigate data and find detailed information about files. In this exam-
ple I use FTK Imager 3.1.4.6 to find a picture (JPEG file) in Windows 7.

STARTING FTK IMAGER
Open the Physical Drive of my computer in FTK Imager. The contents of 
the Physical Drive appear in the Evidence Tree Pane. Click the root of the 
file system and several files are listed in the File List Pane, notice the MFT. 
Click this file to show the contents in the Viewer Pane.

Figure 1. FTK Imager Panes

What you will learn:
• 	 How to locate file artifacts and 

metadata within the Master File 
Table

• 	 How to recover file data with FTK 
Imager

What you should know:
• 	 Familiarity with the normal layout 

of a Windows File System



www.eForensicsMag.com 23

HOW TO INVESTIGATE FILES WITH FTK IMAGER

SEARCH FOR INTERESTING FILES
Click the Viewer Pane and press the CTRL + F keys to open up the Find function. Search for pictures 
and perhaps decide to enter the common term “IMG”.

Figure 2. Search for file artifacts in the MFT (FTK)

In a short while FTK Imager finds a result. In this case, the search hit belongs to a file named 
IMG00264_20100109-1450.jpg. This JPEG file has more information, for instance; each MFT record 
has a record header, FILE0, also known as magic marker. Carefully consider the options as this magic 
marker is some lines above the search hit.

CREATION TIME

Figure 3. Creation time (FTK)

At byte offset 80 after the magic marker, shows the file creation time, which is 8 bytes in length. In order 
to find byte offset 80, press CTRL + G (from current position). 

Figure 4. Byte Offset (FTK)
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At byte offset 80 after the magic marker, select 8 bytes and the Hex Value Interpreter shows the cre-
ation time of the file is 14-12-2012 10:42:42 UTC.

ALTERNATION TIME
The next 8 bytes show the file alternation time (UTC)

Figure 5. Alternation time (FTK)

MFT CHANGE TIME
The next 8 bytes show the MFT change time (UTC)

Figure 6. MFT change time (FTK)

FILE READ TIME
The next 8 bytes show the File Read Time (UTC)

Figure 7. File Read Time (FTK)

Recover this picture for further analysis. 

HOW TO RECOVER DATA 
One of the MFT attributes is the $DATA section. It starts with code 0 x 80 00 00 00. Go back to the magic 
marker FILE0 and use CTRL + F and do a Binary(hex) search for 80000000. This will point directly to to 
the $DATA section of the specific MFT record.
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Figure 8. $DATA section (FTK)

Notice the length of the $DATA section is 0 x 48 00 00 00.

The 4 bytes behind 0 x 80 00 00 00 shows the length of the $DATA section. In this case it is 0 x 48 00 
00 00. The Hex Value Interpreter converts this to 72 decimal.

Figure 9. Hex Value Interpreter (FTK)

DELETED OR NOT
The code right next to 0 x 48 00 00 00 is 0 x 01 00. 

01 00 means existing file
00 00 means deleted file
03 00 means existing folder
04 00 means deleted folder

The picture to be recovered has not been deleted from the hard drive. Information about the actual location 
of the picture on the hard drive is available in data runs, which start at byte offset 32 of the $DATA section.

Figure 10. $DATA section (FTK)

In this case, byte offset 32 of the $DATA section is 0 x 40. The Hex Value Interpreter converts this to 
64 decimal.

Figure 11. Hex Value Interpreter (FTK)
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Now, go to byte offset 64 from the beginning of the $DATA section where you will find the data run with 
information about the first cluster of the picture data. At many times the data run starts with 0 x 31 and 
ends with 0 x 0, but this is not always the case. In this case, the data run starts with 0 x 31.

Figure 12. Data run information (FTK)

The code next to 0 x 31 (in this case 0 x 5E) shows the amount of clusters belonging to the picture data.

Figure 13. Clusters (FTK)

The Hex Value Interpreter converts this to 94 decimal, which means the data of the picture fills 94 clusters.

The next 3 bytes (0 x AB A4 7B) show the number of the cluster. The Hex Value Interpreter converts 
this to 8103083 decimal.

Figure 14. Hex Value Interpreter (FTK)

Click on the Volume name in the Evidence Tree Pane and the Properties tab (next to the Hex Value 
Interpreter) show the size of one cluster is 4096 bytes.

Figure 15. Properties tab (FTK)
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Some simple math

94 x 4096 = 385024

Now you know:

The starting cluster is 8103083

The size of the photo is 385024 bytes.

Click the Volume name in the Evidence Tree Pane and right click the Viewer Pane. 

Select “go to sector / cluster” and enter cluster number 8103083.

Figure 16. Cluster (FTK)

Figure 17. JPEG file header (FTK)

The file header of a JPEG file (ÿØÿà..JFIF) appears in the Viewer Pane. 

Right click the Viewer Pane and enter 385024 in “Set Selection Length...”

Figure 18. Set Selection Length (FTK)
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Right click the selected data and use “Save Selection ...” in order to save the picture data as a file.

Figure 19. The Result

IN SUMMARY
NTFS uses the Master File Table (MFT) as a database to keep track of files. We can use FTK Imager to 
analyze the MFT and find interesting file artifacts and metadata. 

REFERENCES
• 	 NTFS Forensics: A Programmers View of Raw Filesystem Data Extraction Jason Medeiros, Grayscale Re-

search 2008 
• 	 Computer and Information Security Handbook John R. Vacca, Elsevier 2013
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USING FTK IMAGER 
CREATE 
FORENSICALLY-SOUND COPIES OF DIGITAL MEDIA
by Austin Troxell

The first step in Digital Forensic examinations is to create 
precise duplicates of any storage media collected as potential 
evidence. The analyst must make certain that the original 
evidence remains unaltered and that the digital copy they are 
working from is a true bit-by-bit representation of the original 
media. A combination of hardware and software tools are 
available to the examiner to complete this task in preparation 
for analyzing the contents of the media.

In simple terms, forensic techniques involve the scientific collection, ex-
amination and presentation of evidence in administrative, civil or criminal 
matters. By “scientific” I mean that the technologies used must be based 

on generally accepted standards, yielding reliable and repeatable results. 
As computer technology has become fully integrated into every facet of mod-
ern society, digital artifacts are an ever-present and invaluable source of rel-
evant information in these cases.

One of the key principles of Digital Forensics is that examiners must elimi-
nate or minimize the risk of altering any information contained on the original 
evidence items. Where at all possible, the analyst will make digital copies of 
the media to be examined and work from these duplicates, preserving the 
originals. The analyst will utilize a hardware write-blocking device that pre-
vents any date to be written to change on the original evidence media. In ad-
dition, target media, that is the disk we copy the image to, will be the disk we, 
overwritten with all ones, zeroes or a random pattern to ensure no preexist-
ing data on the target will be comingled with the subject data under scrutiny. 
This process is also known as “wiping” a drive. A wiping utility popular with 
both Digital Forensic examiners and PC Support technicians is “DBAN,” also 
available at no cost. [1]

The Digital Forensics examiner has numerous options for creating exact 
bit-stream representations of digital media, including hardware duplicators as 
well as various software tools that create digitally identical copies. In this ar-
ticle I focus on the features and use of AccessData’s FTK Imager.

What you will learn:
• 	 How to create digitally identical 

copies of hard drives and other 
storage media

• 	 The importance of “write-blocking”
• 	 The concept of “hashes”

What you should know:
• 	 How to remove a hard drive from a 

compute
• 	 A basic familiarity with operating 

systems
• 	 A basic familiarity with directory 

and file structures on hard drives
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FEATURES
FTK Imager is probably the best known software application for creating bit-stream duplicates of digital media. 
It is provided as a free of charge download by AccessData in both an installable and portable version (FTK 
Imager Lite). Either version can be used to create forensic copies of entire hard drives (physical imaging), par-
titions (logical drives), or selected folders and files (sparse imaging). Additionally, flash memory cards, USB 
drives, optical drives (CD/DVD) and Fernico devices (multiple-CD/DVD servers) may be duplicated, as well. 
Hashing of images and files is automatically performed using both MD5 and SHA1 algorithms.

At this point, I need to define t this po for the beginner practitioner. Hashing is the process of creating a 
fixed-length digital “is the process of creating a fixed-length digital opies of entire hthe fileprocess of cre-
ating a fixedEven viewing a file using Explorer or some other utility will alter a file’ielast accessed date, 
which will, in turn, change the hash value of that file. In order to prevent unintended changes to a file’ 
In order or its er to pre, ”othe examiner utilizes either a hardware device or software utility to serve as a 
“ther a hardware device or software u [2]. In my practice, I prefer to use a hardware write-blocker to help 
ensure that I do not inadvertantly change the contents of the data under examination. I feel that software 
write-blocking utilities are too prone to mishap or forgetfulness.

A nice feature is that FTK Imager has the ability to convert between the most common forensic im-
age formats, RAW, SMART, E01 and AFF. This can be very useful if you have a disk image in RAW (dd) 
format and need to share the image with, for example, an investigator who requests the image in E01 
format for use with EnCase. For LINUX users, FTK Imager is also available in both 32- and 64-bit com-
mand-line versions.

Other handy features of FTK Imager include the ability to perform a live acquisition of a computer’s 
RAM as well as obtain the Registry from Windows-based PCs. Depending on output format, images may 
be compressed or split, which makes copying the results to external media easier and more reliable.

A feature added to the newer versions of FTK Imager is the ability to mount forensic images as physical 
or logical drives in order to quickly search or preview contents. I have found this to be particularly help-
ful when examining acquired images of Macintosh computers on Windows forensic workstations. Previ-
ously, this required that the examiner obtain third-party mounting utilities at additional cost. Even without 
explicitly mounting an image as a physical or logical drive, adding the drive -or image- as an evidence 
item permits the examiner to scroll through the contents of the evidence using the built-in hexadecimal/
text viewer, another handy feature for previewing evidence.

LIMITATIONS
Although FTK Imager boasts an impressive list of features, all the more remarkable considering that it is 
free-ware; the application does have some limitations that an examiner needs to be aware of.

First, because it is a Windows-based product, FTK Imager cannot access any Host Protected Area 
(HPA) or Device Configuration Overlay (DCO) that may be present on a hard drive. If these areas are on 
a hard drive and you have a reasonable expectation that these may contain evidence, than you will need 
to utilize either a LINUX-based solution or a hardware disk duplicator.

Second, FTK Imager does not handle bad blocks well. If the number of bad blocks or unreadable sec-
tors is significant, this application will slow to the point of being unusable. The read-ahead cache en-
counters the errors and becomes unresponsive. In such cases, you will need to obtain a utility that can 
perform “reverse cloning” to bypass the drive cache and recover data.

Third, creating forensic duplicates of large capacity drives takes time. This is not a limitation of FTK 
Imager, but is endemic to all software imaging tools. In my experience it requires approximately 6 hours 
to duplicate a 250 gigabyte hard drive; a one terabyte drive needs roughly 24 hours to completely copy. 
Hardware duplicators will perform the task more quickly and may be the preferred option if speed is a re-
quirement. Keep in mind also that creating the forensic drive image is just the beginning of the examina-
tion process. Using applications such as AccessData’s Forensic Toolkit require at least an equal amount 
of time to carve and index the directories, files and deleted data within a drive image.
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WALK-THROUGH
To best appreciate the process of using FTK Imager, let’s walk through the process of creating a forensic 
bit-stream image of a 64 GB flash drive. For the purposes of this demonstration, we will copy the drive 
image to our forensic workstation. In actual practice you would want to write the image to previously ‘s to 
completely copy. Hardware duplicators 

Step 1
Download, install and run FTK Imager [3]. From the install menu select “Create Disk Image”.

Step 2
Next leave the default option, Create Disk Imageation, we will copy the drive image to our forensic work [4].
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Step 3
Select the correct drive from the ate Disk Image”tion, we drop-down and click “Finish.”

Step 4
The next screen allows you to select the target location for your captured image. Click “Add” in the “Im-
age Destination(s) window. Note: You may add multiple destinations, thus permitting you to create more 
than one drive image simultaneously. You are also presented with the option to select output image for-
mat (Raw (dd),SMART, E01, AFF). Clicking “Next” takes you to a screen where you will enter identifying 
information about the case, evidence and examiner.
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Step 5
Click “Next” to specify where you will store and name the captured image. You can also select image 
fragment size and degree of compression, if desired. Click “Finish” to return to the prior screen and se-
lect “Start.”

Figure 5. xxxxx

Step 6
At this point, you will see a progress screen as the image is being written to the target location(s). FTK 
Imager provides both elapsed time and an estimate of the remaining time for image creation.

Step 7
Upon completion, you will see three summary screens that show the image has been completed, the 
verification summary as well as confirmation that a directory listing has been completed, as well as a 
screen indicating whether or not hash values of the image match those of the source.



www.eForensicsMag.com 35

USING FTK IMAGER CREATE

At this point, you may exit FTK Imager and mount the image in a forensics application, such as X-Ways 
Forensics [5], AccessData’s Forensic Toolkit [6], Guidance Software’s EnCase [7], or from within a hexa-
decimal viewer and commence analysis of the image contents.

SUMMARY
As you can see, FTK Imager offers a well-designed, simple-to-use and feature-rich product to enable Digi-
tal Forensic examiners to capture exact bit-stream copies of source media from a variety of file systems and 
physical formats. When you also consider that this application is provided at a price that can’t be beat (free!), 
you can understand why FTK Imager is found in the signed, simple-to-use and feature-rich prod professional.
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CREATING A FORENSIC IMAGE OF A HARD DRIVE

USING FTK IMAGER 
AND IMAGER-LITE 
FROM ACCESSDATA
by Bridgette Braxton

The advancement in the world of computer forensics has 
provided many tools to assist the incident responders perform 
live analysis on a computer. The capabilities of forensics tools 
have improved and have made analysis feasible by integrating 
enhanced interfaces, documentation, built-in detection 
methods, and new ways to collect evidence. Live memory 
analysis involves the access of physical memory. My choice of 
software for Imaging is AccessData FTK Imager. 

It provides an easy way to image a hard drive that allows the in-
vestigator to create dd images, Smart images, and EnCase im-
ages. The program loads quickly, creates forensic images that 

allow easy previewing of the hard drives files/folders and media, 
mounts images for read-only view to see the contents on the origi-
nal drive, exports files, recovers files that have been deleted that 
have not been overwritten, creates hash files using Message Digest 
5 (MD5) and Secure Hash Algorithm (SHA1) that verifies the integ-
rity of the images have not been altered or changed. FTK Imager 
is a free program provided by AccessData the same company that 
provides AccesData FTK Imager lite and it is one of the best drive 
imaging and evidence collection programs I have used and it’s a 
court-excepted digital forensic tool. The uniqueness of Imager Lite 
is that you can download the program to a USB and copy the files 
right off the hard drive without running any installation. I would highly 
recommend this program for Investigators and analysis as part of 
their imaging tools. This tool can also be used on a virtual machine 
workstation or a MAC.

AccessData FTK Imager and Imager-Lite are powerful forensics 
tools used to create forensics images of hard drives, CD’s, Zip 
Disk, DVDs, files and individual folders. FTK imager saves images 
in several different formats like DD /RAW (Linux “Disk Dump”), AFF 

What you will learn:
• 	 Download and install AccessData 
• 	 FTK Imager and Imager-Lite
• 	 How to create images of hard drives
• 	 Adding evidence Items
• 	 How to preview files and folders on the hard drive
• 	 Mounting an image for read only viewing
• 	 Removing Evidence
• 	 Acquiring Protected files
• 	 Encrypted Images
• 	 Creating hashes using hash functions (MD5) and 

(SHA-1)
• 	 Create a hash report to prove integrity of evi-

dence

What you should know:
• 	 Use a hardware-based write-blocker
• 	 FTK Imager can be run from a portable USB 

thumb drive
• 	 Utilizing User Interface options
• 	 The use of hexadecimal values
• 	 Previewing HTML content must not have active 

Internet connection
• 	 Difference between Logical and Physical mount-

ing
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(Advanced Forensic Format) and E01 (EnCase) that creates forensic images of data. FTK imager is used 
by forensics experts and professionals working with data recovery. It mounts images at the physical, logical 
level, and customizes content images virtually. FTK Imager and Imager-Lite create a perfect copy of foren-
sic images of the computers data without manipulating the original evidence. It also allows you to preview 
forensics evidence on a local machine or network by mounting the image for read-only view of the content 
on the original drive. This allows you to quickly assess data and determine if further analysis is warranted. 

Creating a Forensic Image with FTK Imager and FTK Imager-Lite
Creating a forensic image of a hard drive is valuable evidence that should be treated with respect and 
integrity at the highest of levels. The methods used in recovering evidence cannot be overemphasized 
that the importance of the rules of evidence must be applied equally, ensure compliance in accordance 
with statues and case laws, collection, examinations, analysis and reporting. These steps are very im-
portant to the collection of computer-based electronic evidence. The integrity of the evidence is very im-
portant because it examines patterns of activity against allegations that can lead to legal complications 
if not handled properly. One problem you don’t want to run into is improperly accessing data stored on 
electronic devices, you must have the knowledge and expertise as this may violate Federal laws, includ-
ing the Electronic Communications Privacy Act of 1986 and the Privacy Protection Act of 1980. 

OVERVIEW
FTK Imager and Imager Lite are used to create a forensic image of a hard drive for evidence. The main 
function is to view what’s on the hard drive and image its storage device contents. You want to make sure 
that you use a hardware-based write blocking device to avoid alteration of digital evidence while imag-
ing the hard drive of your suspect’s computer. Be careful of Trojan binaries and root kits that have been 
installed by the individual in question. Some computers are set up to notify the suspect when specific 
actions are taking place while they are away. The brilliant thing about this is they can remotely view the 
computer and everything you are doing on the screen in real time. To avoid this you can disable the inter-
net connection so that the alert will not be sent to the subject in question to eliminate them from viewing 
what is forensically being done to retrieve information from the computer. You must also follow the digital 
chain of custody, which includes creating a digital fingerprint by hashing all the data images.

USING FTK IMAGER
Now that we have briefly covered the legal aspects of imaging a hard drive, I will now cover the basics 
of creating a forensic image using FTK Imager and Imager Lite. When using FTK Imager or Imager-Lite 
you are verifying that the tool is making a bit-stream duplicate of the original hard drive. This prevents 
accidental manipulation of the evidence. The forensic image is identical to the original hard drive that in-
cludes a slack/unallocated/and drive free space.

MOUNTING
AccessData FTK Imager mounts images as a drive or physical device for read only viewing. The sup-
portive types are Encase (E01), SMART (S01) which contain their own hash value that is stored within 
the image, Advanced Forensics Format (AFF), and RAW/DD (001) images physically, or mount E01, 
S01, and RAW/dd partition images which are drive images that include the disk, partition, file structure 
and data drive, AD Custom Content (AD1) and (L01) are custom content images that contain the full file 
structure without the drive geometry or physical drive data and can only be mounted logically. FTK Im-
ager can also read and create Advanced Forensics Format (AFF) is used for encrypting an image were a 
password is required (one that you create) to decrypt the file at a later time and can be used as a snap-
shot/RAM acquisition utility by clicking on the Capture Memory icon. The focus of data imaging is the 
collection of evidence that supports the investigation in any court of law. This is the most critical part of 
evidence collection, imaging and creating an exact replica of the device and data that is being consid-
ered as digital forensic evidence. Once the hard drive is mounted you can freely use third party applica-
tions such as Antivirus software to search for Viruses/Trojans. The benefits that FTK Imager provides 
is mounting a full disk and its partition at once, easily unmounts images, disk is given the next available 
drive letter for querying, you can run antivirus applications, can view the logically mounted image remote-
ly, and can copy the mounted image to another location, just to name a few.

ACCESSDATA IMAGER LITE
To touch a little on AccessData Imager Lite, it’s a self-executable that does not need to be installed to be 
used. You can run it from a CD or thumb drive to create a physical or logical image of any drive as well as 
the RAM. It uses raw dd format, SMART or E01 format. You will need to selection the size you want the 



38

image to be divided into depending on the size of the media. This tool is in .exe format which allows you to 
use a command-line used in Linux, Windows or Mac. FTK Imager can also be used to open VMware .vmdk 
files. The easiest way to obtain such systems is to simply copy the .vmdk /.vmem files off of the host sys-
tem. With FTK Imager, you can choose to add an Evidence Item to view the file system and extract specific 
files or choose Create Disk Image to acquire the .vmdk or .E0x image file to raw dd, SMART, or .E0x for-
mat. This can be extremely useful when using commercial analysis tools that may not recognize the vmdk 
format or may be more cumbersome than necessary for the work you intend to perform. 

INSTALLING ACCESSDATA FTK IMAGER
You can install FTK Imager to any hard drive for previewing and imaging evidence from either the instal-
lation disc or from a saved download on a USB thumb drive. This can be retrieved from http://www.ac-
cessdata.com/support/product-downloads. Once the download is complete browse to the location you 
saved the file in. From there execute the setup file and follow the steps until the installation is complete. 
If you want to use FTK Imager Lite using a portable device, copy the FTK Imager Lite files directly to the 
device (USB thumb Drive/CD) this will avoid installation to the computer. Unzip the portable drive and 
execute the program from there. This will become your portable FTK Imager and can be connected to 
any running Windows OS machine. Make sure you have a target drive for saving the imaged data on 
your portable device other than the one that is running the program. Now you can execute the file from 
the thumb drive and start the imaging process.
First thing you do when using FTK Imager is go to file and add an evidence item and that will allow you 
to select a source and open a drive that is on your computer or one that is connected to your computer 
(USB thumb drive). 

Figure 1. Add Evidence screen shot

There are several choices to select from. You have the Physical Drive which indicates you opening 
a drive including all the data that is on the drive (allocated, unallocated, deleted, etc.). and the Logical 
Drive that indicates you want to open just the drive with the logical components that are currently allo-
cated. This includes files, folders, etc. that are still active on the drive that you can see in the windows 
interface. You also have the choice of just opening up an image file or the contents of a folder that ex-
cludes deleted and unallocated space. 
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Figure 2. Select Source screen shot

For example if you have a USB thumb drive, you can open it as a physical drive and it will display all 
the physical drives on the computer. Choosing the USB once opened under the evidence tree you will 
see the physical drive of the USB you have chosen with components. If you click on the root of the file 
it will show the files on that USB. You will see the name of the file, the size, the type and date modified. 
Once you choose a file you will be able to review the hex part of the file chosen in the bottom pane. 
You can also choose “Add All Attached Devices button” to add all of the devices attached to the com-
puter on the toolbar, this is known as auto-mount, and it scans the entire physical and logical devices 
for media. You can also choose to add multiple evidence items so that you make look at more than one 
at a time. The files that have an x to them are files that have been deleted, but not overwritten. By using 
FTK Imager it allows you to not only view active data but inactive data and deleted files, file slack and 
unallocated space by clicking on the file you can view the bit-by-bit contents in the lower right window.

Figure 3. Select Drive screen shot

 

Figure 4. Evidence Tree screen shot

Some files can be opened in imager such as jpg or gif and will display the image in the view pane.  
You can also launch video or music files by using an external viewer like media player. 
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Figure 5. JPG or GIF screen shot
Figure 6. Video File screen shot

If you find another file of interest to your investigation you can right click on the file and export the file 
to your destination folder for review. 

Figure 7. Export File screen shot

The next function in FTK imager is creating a disk image which is one of the biggest features in FTK 
imager. Open file and on the drop down menu select source evidence type (which I choose as the Physi-
cal Drive), click next and select the USB or source evidence type of choice and chose the destination 
folder. Click ‘Add’ and choose what format you want the disk image in. 
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Figure 8. Select Drive screen shot

You have a choice of RAW format, SMART, E01 and AFF. RAW is very common, but E01 files are pre-
dominately used by FTK because they can be compressed and take up less space. To use this feature 
you must create a case number, evidence number, destination, and create a disk name for your file. 

Figure 9. Select Image Type screen shot Figure 10. Evidence Item Info screen shot

Now you have the option to set your image fragments and compression. I would use the default of 1500 
as the image fragment breaking it into chunks and compression is set at zero allowing you to move from 
0=None, 1=Fastest, and 9=smallest. You want to image as quick as possible but you want to create the 
largest file image as possible so you want to set it at 5 or 6 which will give it a balance between speed 
and size of the image file. Once you click finish you will see two boxes that have been checked on the 
bottom for you. One is Verify images after they are created and the other is Precaluculated Progress Sta-
tistics. These are set as default so you can start the process quickly.

Figure 11. Select Image Destination screen shot Figure 12. Create Image screen shot
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(Creating the Image Process View) Image was created sucessfully. A status box will show throughout 
the imaging process to tell you when the image creation is complete and you can click on Image Sum-
mary to view the Craetion Log Eveidence item.

Figure 13. Image Created successfully screen shot

Once the image is complete and the file is on your desktop or file chosen you will have 2 images. One 
is and E01 card which is the image itself and the other is an E01 text file. 

Once you open the text file you will see all of the information about the creation of the drive image. 
What version of imager created the file, the case information that you entered (the case number and 
name, the geometry information about the drive, the size the capacity, and some hash values). You can 
see the hash value of the drive image that was created, there are dates and times that show when that 
image case started and ended, and there is the verification after the imaging process was completed. 
That verification rehashes the image drive and then compares them to each other. Once completed you 
can see that both were verified and they ran two different hashes that verified the data had not been al-
tered at all during the image processing and after the image was created, the image will be identical to 
the original drive. This is a very important part of verifying the integrity of your data. The E01 card gives 
you the summary of the imaging process and shows that all the hash values match.

Figure 14. E01 file in notepad screen shot

Figure 15. Drive/Image verifying results screen shot
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FTK Imager has a couple of other features I would briefly like to touch on. One of them would be being 
able to mount a drive. This is a great feature if you have a large drive image and you want to take a look at 
the contents or preview them without actually loading it into FTK and you’re on a time constraint. You can 
mount that image to a drive letter on your computer, just point to the drive image, open it and assign the 
next drive letter and it will mount it as read only as default on the next available drive. Then from there you 
click mount and you will see the drive letter available it will launch in, for this instance it is drive G. 

Figure 16. Mount Image to drive screen shot Figure 17. Mapped Image List screen shot

Now you can work through the drive image in a read only matter, you can navigate through the fold-
ers, launch files, documents, look at media files and images, and it will still protect the original integrity 
of the drive image. 

Figure 18. UC G drive view screen shot

Once you close the screen in imager, the drive will be removed and the image will dismount and no 
longer be available, and the image file will remain in the file folder it was saved in.

There are two other features I would like to highlight in FTK imager. One is the Capture Memory which 
allows us to image the ram memory of the current running computer. This is good when using FTK Im-
ager-Lite from your thumb drive inserting into a computer that is going to be seized as evidence so that 
you can capture the contents of the RAM before that computer is shut down and removed to a laboratory 
or other evidence storage. In this case you simple have to point to where you want to put the file, it will 
give a default name that you can change and then just hit capture memory. Depending on how large the 
gigabits are it may take time because it is taking a forensics image of the ram of a running computer so 
that forensic image can be analyzed later. 
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Figure 19. Capture Memory screen shot
Figure 20. Memory Capture path and file name screen shot

Another feature I would like to touch on would be obtaining protected files this will allow you to export 
registry files of a running computer. Normally Windows Vista and Windows 7 will not allow access even 
copy and paste operations to be performed on the registry files of a running computer. FTK Imager is 
capable of getting past those protections and exporting them for you, you just simple need to choose a 
destination for the files, choose between the option of minimum files for login password recovery, (which 
are the minimum files needed to crack the password on the computer) in this case it would be either the 
SAM registry file and the System registry file, or Password recovery and all registry files. I depends on 
what evidence you are trying to retrieve but I would choose “ALL” this process is relatively quick and will 
show on the desktop. 

Figure 21. Obtaining Protected Files screen shot

Figure 22. Obtaining System Files screen shot

Figure 23. Exporting Files screen shot
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Once it is complete you will find all the registry files that were exported. You will see the Security file, 
default file, system file, SAM file, Memdum file, software file, etc.

Figure 24. Registry Files that were exported screen shot

Now that you have a forensic image of the drive, it’s time to analyze the evidence with the copy of re-
trieved data including deleted data, files and folders, jpg images,etc. During this time you must maintain the 
chain of custody when handling the evidence to ensure the integrity of the evidence is not compromised. 
This will show an audit trail of who accessed the data when it is presented in court. To do this you must fol-
low the digital chain of custody, which includes creating a digital fingerprint by hashing all the data images.

A brief assignment I used Access Data FTK Imager lite from my Lexar 8G USB to create a physical im-
age of the hard drive and captured the memdump and E01 files to the USB device. I then copied them 
over to my workstation and both hashes matched.

Figure 25. Creating a physical drive from a harddrive using FTK Imager-Lite screen shot

MD5 Matched 

Figure 26. Drive/Image MD5 verification results screen shot
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Log File

Figure 27. Log File screen shot

By using AccessData Imager using the mount image to drive, I was able to view all profiles. I then used 
FTK to explore the possibilities of using these items as evidence.

CONCLUSION
These are just the basics of using AccessData Imager and Imager Lite. They are great data imaging tools 
for investigators and analysis for imaging hard drives and taking a quick look at what’s on the computer 
without leaving a trace they were actually there. The legal compilations come from data and evidence not 
being properly logged, search warrants that cover every piece of evidence retrieved like imaging hard 
drives, ensured data integrity, timeliness, accuracy, and forensics techniques training. It is crucial to show 
objectivity in a court, as well as the continuity and integrity of evidence, demonstrate how the evidence 
was recovered by showing each process of how the evidence was obtained. Make sure your evidence is 
preserved to the extent that a third party can repeat the same process you documented and arrive at the 
same result as that presented to a court. Electronic evidence is very fragile, it can be altered, damaged, de-
stroyed, improperly handled and not well preserved and will render unusable or lead to an inaccurate result.

Sources
• 	 http://www.phillipdixon.net/PDForensics.pdf
• 	 http://www.downloadplex.com/Windows/Graphic-Apps/Other/accessdata-ftk-imager_401591.html
• 	 http://digital-forensics.sans.org/blog/2009/06/18/forensics-101-acquiring-an-image-with-ftk-imager/
• 	 http://www.obsidianforensics.com/blog/imaging-using-ftk-imager/ 

About the Author
Bridgette Braxton works at Jet Propulsion Laboratory/NASA in the Protective Services Division for over 9 years 
and has received an Exceptional Achievement Medal from NASA for coordinating requirements for offsite NASA 
Critical Flight Hardware, a Group Achievement Award for the Unified Security Application (USA), SPOT Award 
from Tracking & Radar Communications, and a Mariner Award for Critical Flight Hardware Exemptions. The Au-
thor ‘s education background includes an Associate in Science in Criminal Investigations, Bachelors of Science 
in Criminal Justice with a concentration in Forensic Psychology (Summa Cum Laude) and two Masters of Sci-
ence one in Cybersecurity Computer Forensics and the other Cyber Intelligence and holds several professional 
certifications and is currently enrolled at the University of Michigan for continuation classes in Network Security, 
Mobile Device Security, Intrusion Detection and Advanced Web Security. The author is also in the process of 
becoming a partner in Digital Background Investigation Services (DBIS) which analyzes forensic data and re-
covers digital evidence while preserving the integrity of the electronic evidence for discovery and trial.

http://www.phillipdixon.net/PDForensics.pdf
http://www.downloadplex.com/Windows/Graphic-Apps/Other/accessdata-ftk-imager_401591.html
http://digital-forensics.sans.org/blog/2009/06/18/forensics-101-acquiring-an-image-with-ftk-imager/
http://www.obsidianforensics.com/blog/imaging-using-ftk-imager/


IN SOME CASES

nipper studio
HAS VIRTUALLY

REMOVED

MANUAL AUDIT
CISCO SYSTEMS INC.

theNEED FOR a

Titania’s award winning Nipper Studio configuration 
auditing tool is helping security consultants and end-
user organizations worldwide improve their network 
security. Its reports are more detailed than those typically 
produced by scanners, enabling you to maintain a higher 
level of vulnerability analysis in the intervals between 
penetration tests. 

Now used in over 45 countries, Nipper Studio provides a 
thorough, fast & cost effective way to securely audit over 
100 different types of network device. The NSA, FBI, DoD 
& U.S. Treasury already use it, so why not try it for free at 
www.titania.com

www.titania.com

U P D A T E
NOW WITH
S T I G
AUDITING



48

FTK IMAGER  
ON THE FLY
by Robert C DeCicco

Practicing computer forensics often times means having to jump 
on a plane or in a car to get someplace quickly to collect evidence. 
In part, response to the often reactive nature of the work, agencies 
and firms have developed fly away kits, mobile labs or other 
solutions that are prepped and ready to go and can handle a 
variety of environments or evidence types. More often than not 
they are above and beyond the necessity of the operation and of 
course there are issues with the weight, unwieldiness and overkill 
that often accompanies being ‘over’ prepared.

What about when you’re not prepared for a collection? What about 
those instances where you may be only scheduled to attend a meet-
ing or scoping exercise at a client site? Or the investigation has 

changed and the window of opportunity is closing rapidly that you have no 
time to call up additional backup, resources or drop ship equipment?

Chances are you have a laptop with you even when attending a meeting. 
If so for the additional weight of carrying a thumb drive you can have a fully 
functioning forensic collection software with you that is both defensible and 
packs a lot of punch.

FTK IMAGER MAIN FEATURES
This tool can create forensically sound images of hard drives, disks, USB 
drives, NAS devices entire folders, directories or even of individual files from 
various places within the media storage device. The ability to export files and 
folders from the created image means that this application can also recov-
er data on its own (in some circumstances). Therefore, it can do more than 
just allow previewing that data for the sake of preparing recovery procedures 
which usually involve other sophisticated tools. The main purpose remains 
disk imaging. It’s also free so even if you don’t have it with you on a thumb 
drive you can download it from the web provided you have access. All that in 
mind it is still simply a tool. Many people can use a chainsaw but you need 
proper training and time practicing to be able to cut properly and not cause 
damage and even more time and practice to be able to make something like 
an ice sculpture. Proper training and knowledge can’t be stressed enough. 
The functionality of the software and the process are only as defensible as 

What you will learn:
• 	 a convenient tool to collect data in 

a forensically sound manner with-
out a full kit

• 	 basic interface and features of 
FTK Imager

• 	 types of situations or circumstanc-
es where the necessity to collect 
evidence soundly occur without 
notice

What you should know:
• 	 rules of evidence handling,
• 	 foundation principles of computer 

forensics,
• 	 general operating system archi-

tecture
• 	 basic hardware/software operator 

knowledge
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the practitioner in control. The two are co-dependent when it comes to standing up to scrutiny or opposi-
tion related to the admissibility or defensibility.

OTHER FEAUTRES OF FTK IMAGER
Some other built-in features and functionality of FTK Imager include:

• 	 Live Memory Acquisition
• 	 Ability to be run “live” on suspect machines
• 	 Acquisition of protected system files
• 	 Acquisition of Registry hives
• 	 Identification of EFS encryption
• 	 When run live, it can be used to image mounted encrypted partitions
• 	 The ability to mount a variety of forensic image formats as logical, physical and file system volumes 

(including as write-cached)
• 	 Handle Linux variants
• 	 Handle OSx variants

The User Guide built in to the installed application when you hit F1 provides specific details on all fea-
tures and how to use them effectively.

Figure 1. FTK Imager User Guide and Startup Page

Once you’ve decided what you need to collect and have documented appropriately on a worksheet or 
chain of custody all the pertinent information you can conduct the operation quickly and without altering 
the source environment. The evidence is ‘containerized’ in a forensic manner and you also have the abil-
ity to further encrypt the data prior to transport and to protect any deliberate or inadvertent access to the 
sensitive information by anyone unintended.
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Figure 2. Source Selection - + Add Evidence Item Prompt

If you’ve hopefully worked with forensics tools like EnCase you’ll have a relatively easy time navigat-
ing the interface, understanding what is happening and creating a appropriate evidence files. Another 
great feature of FTK Imager is that you can even create EnCase E01’s aside from SMART format, AFF or 
Raw (dd) images, which can be viewed, analyzed or exported from inside of EnCase at a later time. The 
software affords you the ability to do an entire full disk image physically or select logical extractions from 
the target digital environment in a simple and intuitive GUI. In addition once you’ve attached the target, 
you’ll almost immediately be previewing a hard drive (including in-tact deleted files) or when viewing a 
networked environment or you’ll have the ability to navigate through directories on your own or with the 
assistance of counsel or the user if there is a necessity to do only a targeted collection.

Figure 3. Selecting Evidence Image Type FTK Imager
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While your chain of custody or worksheet should always be thorough, the case information block for 
FTK Imager allows for notes and locked in fields that stay with the image. Much more detail can be pro-
vided as a reminder or for the next examiner as opposed to a cloning device.

EVIDENCE ACQUISITION PHASE

Figure 4. Evidence Item Information Entry Page FTK Imager

After you point FTK Imager to where the evidence needs to go, name the evidence image file itself, se-
lect compression and fragment size for the image and the option for whether to encrypt on the fly within 
FTK Imager.

Figure 5. Imaging Final Stage Prompt
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Lastly, my favorite and critical feature for FTK Imager is that it also automatically creates a log of the 
acquisition process and places it in the same directory as the image, image-name.txt. This file lists the 
evidence information, details of the drive, check sums and dates and times the image acquisition started 
and finished. This information stays with the evidence and is always helpful to have to cross check with 
field documentation or if the field documentation finds itself separated from the evidence. In the event 
that sectors are skipped or corrupt or the image fails to verify, that ‘bad news’ is logged as well.

Figure 6. Verification Page / Image Summary FTK Imager

Overall, FTK Imager an excellent tool that gets the job done when in a pinch or even as a tool to add 
to your comprehensive field acquisition and analysis kit.

CASE EXAMPLE
Some time ago I was scheduled to attend a meeting with outside counsel at a large multinational corpo-
ration in Northern California in relation to an investigation related to some very specific, previously iden-
tified employees. The meeting was set up for the morning and was just supposed to be with the internal 
general counsel and 2 of the identified individuals in the investigation. Our role was primarily to conduct 
interviews and take notes and determine the scope of what data may need to be collected at a later date 
and reviewed. Because the meeting was so specific and defined, I did not bring any equipment with me 
nor had I had anyone on standby. In addition, our firm at the time was completely tapped out with per-
sonnel in the field in any event and it would have been several days if I needed to get anything to the 
client location. 

Naturally, during the course of the interview the names of 3 of what counsel determined were, extreme-
ly relevant individuals surfaced and it was decided that collecting information from all their assigned data 
sources would be prudent. There was one hitch. 2 of the 3 were heading overseas on assignment for 
the next 6 months the next morning and would be taking their laptops with them. After a brief conversa-
tion with IT management it was determined that the majority of information on their hard drives of their 
laptops was stored locally and not synched to a server nor backed up and that the investigation would 
have the need for the review of deleted file space, I needed to image the drives in a forensically sound, 
complete and defensible manner.
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Without the accompaniment of human resourc-
es nor equipment and being far from our closest 
regional lab, I was placed in a position to impro-
vise. I found a ‘major electronics retailer’ and pur-
chased 2 x 500GB USB external drives for stor-
age and I then employed the use of FTK Imager 
which I keep on a thumb drive in my laptop bag 
along with some other handy software tools. Dur-
ing the next few hours while other negotiations 
took place I was able to obtain complete physical 
images of 2 x 120GB hard drives from the rele-
vant custodians without having to wait months to 
gain access at the site, travel to where they were 
headed nor disrupt their work flow by seizing the 
machines and/or issuing new ones. 

The next day our team was able to add the 
complete digital evidence to our processing and 
case review with confidence in the integrity of 
the data with almost no disruption to the client. 
Additionally, as issues arose and escalation be-
yond traditional keyword searching or document 
reviews we introduced, we were able to conduct 
more thorough analyses on complete, forensical-
ly sound images containing all unallocated space, 
Registry hives, swap files and operating system 
files necessary to be able to form opinions with a 
reasonable degree of scientific certainty and sub-
mission to court. This was a stellar example of, 
for lack of a better description, FTK Imager ‘sav-
ing the day’.

REFERENCES
Access Data FTK Imager software Version 3.1.4.6
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HIDING INFORMATION 
THEFT: HOW TO FIND 
VIDENCE OF DATA 
THEFT
by Mark Garnett

With the advent of computer systems, new evidence is now 
available for any investigator to find if an offender has used 
a computer system to facilitate an offence. With this new 
found treasure trove of information there is a downside, even 
though evidence may exist, it can be like searching a needle in 
a haystack. Not only is data volume an issue, but as computer 
users become more and more savvy they are finding more novel 
ways to make a computer examiners life harder. They can do this 
by destroying or hiding crucial information. 

It is fair to say that most of today’s computer users know that when they “de-
lete” a file from a computer system, it is not really deleted. As a result, they 
have that repository of all answers, Google, available to them that they can 

use to research ways in which to cover their tracks and prevent computer ex-
aminers from finding evidence that may get left behind from any wrongdoing. 
Whilst this may be the case, computer systems and operating systems are 
extremely complicated systems and there are generally many exceptions to 
every procedure used to remove evidence and as a result, it is still common 
for these procedures to not be one hundred per cent successful.

This article will discuss one such case, a case of stolen intellectual prop-
erty in which the suspect was under the mistaken belief that he had done all 
that was necessary to remove any evidence that he had actually stolen intel-
lectual property. This case is particularly interesting as the stolen intellectual 
property, consisting of electronic documents, was never actually found. All of 
the critical evidence consisted of information that inferred the previous exis-
tence of the intellectual property, but the offender was successful in removing 
evidence of the documents themselves.

What you will learn:
• 	 Forensic imaging techniques
• 	 MFT file structure
• 	 MFT file entry recovery
• 	 How people attempt to hide and/or 

delete data
• 	 The importance of file system 

metadata

What you should know:
•	 Basic forensic data acquisition 

methodologies
•	 File signature analysis
•	 Investigative techniques
•	 Data recovery
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THE SCENE
My client consisted of a large corporate entity that had just received the resignation of a very senior sales 
executive, who had decided to commence work with a competitor organisation. This particular executive 
was very well respected within the organisation and was considered an exemplary employee and ex-
ecutive manager. Like all senior executives, he was issued with a laptop computer and a large external 
USB external hard disk drive on which to store documents. This executive was expected to work away 
from the office from time to time and as a result, he needed the ability to have a portable storage device. 
This of itself was no cause for alarm for the business and was considered standard operating procedure.

When the executive resigned, senior management, as a matter of process, decided to review the ex-
ecutive’s laptop computer just to make sure that he had not sent any confidential information to his new 
employer. In addition to this, they also wanted to confirm that he had not stolen or unlawfully removed 
any confidential documents from the business prior to resigning. 

As a result, representatives of my client attended the executive’s home to collect all equipment cur-
rently issued to him. At this time, the executive returned his laptop computer but not the external USB 
storage device. The company had failed to realise, at this time, that the executive was actually issued 
with the storage device and as a result, the representatives that attended at his home did not realise that 
this piece of equipment was not returned.

The following day, the senior executive contacted his ex-employer and indicated that he had forgotten 
to return the external storage device and asked if somebody could attend at his premises to collect it. 

Both the laptop computer and the external hard disk drive were subsequently provided to me for fo-
rensic analysis. It is relevant to note here that the organisation configured all computer systems with the 
Microsoft Windows XP operating system using the NTFS file system.

THE DATA CAPTURE
My initial brief was to undertake an analysis of both the laptop computer and electronic storage device and 
determine what, if any, intellectual property had been unlawfully removed from the organisation. I com-
menced my analysis using FTK Imager, which I used to obtain forensic images of both hard disk drives. FTK 
Imager is easy to use, robust, lightweight (in terms of computer resource requirements) and very reliable.

Selecting “File->Create Disk Image”, I chose the “Physical Drive” option in the subsequent dialog box. 
In my view, imaging a physical drive in instances where you are undertaking an analysis of a single disk 
drive system (i.e. laptop, desktop or external storage device) is much more preferable than logical imag-
ing in cases such as these. 

In short, physical disk imaging is a process in which a “bit for bit” or exact copy of the entire contents 
of the hard disk drive is obtained in such a manner so as to:

• 	 Prevent any alteration to the original data;
• 	 Create a true copy of the source drive; and
• 	 Capture all data, including current, deleted and unallocated data.

Current data includes all files that currently exist on the hard disk drive and are “visible” to the operating 
system. Deleted data includes those files that have been previously deleted by a user or through the nor-
mal operation of the computer and have not yet had any portion, including filename entries, overwritten 
by another file. The unallocated portion of a hard disk drive is space that is marked as available for use 
by the operating system. This area can contain data that has previously been deleted.

As much evidence relating to the operation of a Microsoft Windows file system is very volatile, it is not 
uncommon to find critical information about file activity in the unallocated portion of the computer’s file 
system. As I am sure all readers are aware, logical disk images do not capture “deleted” information.

Having said this, there are some instances where physical disk images are simply not necessary or are 
not desired by the client. Physical or logical imaging of multi-disk storage systems is a matter for each 
engagement and the merits of each approach should be considered prior to determining what type of 
image is required.
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With respect to image type, I chose “Raw/dd” as this image can be mounted, if required, to behave as an 
attached disk drive. Mounting images has the advantage of allowing an examiner to navigate the forensic 
image as if it was an attached disk drive. Whilst not applicable in this particular case, it is good to get into 
the habit of choosing an image format that provides you the most flexibility in conducting your examination.

After selecting an image format, I completed the necessary evidence information dialog box with the 
details of my particular case. I have noticed some examiners fill in “placeholder” text into these fields 
however I cannot stress enough the advantage in completing this dialog box in full with as much infor-
mation as possible. Whilst an examiner may be able to track a small number of cases, it does not take 
long for this to become completely unwieldy. Once completed, choose a destination in which to save the 
forensic image, along with the image fragment size and compression format. These options are open to 
interpretation and most examiners will have their own preferred size and compression format with which 
they are comfortable. 

As with all forensic matters, the use of a hardware write-blocking device was crucial in obtaining a pris-
tine copy of the source data. A hardware write-blocking device ensures that no information is altered on 
the source hard drive when it is connected to your forensic machine for the purposes of imaging. Oper-
ating systems, such as Microsoft Windows, will routinely alter, however slightly, the data contained on a 
disk drive when connected to it via USB, for example. Even though the changes may be slight, they may 
be critical if they inadvertently destroy data that you could otherwise rely on.

In this particular case, there were no issues experienced during imaging process and this was con-
firmed when completed by selecting the “File->Verify Image” from within FTK Imager. The “Verify Image” 
option ensures that the stored hash value inside the image matches the computed hash value at the 
completion of the forensic verification process.

Prior to returning the equipment, other information was obtained such as the accuracy of the clock con-
tained within the laptop. This is an important step if relying on the dates and times associated with files.

THE ANALYSIS
I commenced my analysis by examining the forensic image of the USB external storage device. I noted 
upon previewing the image that the external storage device contained no user files and had been previ-
ously formatted the day prior to it being provided to me for analysis. 

The process of formatting a disk for use does not actually delete any “data” contained in files on the 
disk itself. The process simply recreates a series of system files and discards the old system files that 
were present before the formatting took place. All of the data that existed on the disk would now reside 
in the unallocated area of the disk.

During the formatting process, the Microsoft Windows operating system prepares the media by writing 
a series of system files to the disk that assist the operating system to store files and organise data on the 
disk. One such file written to the disk at this time is called the Master File Table (MFT). The MFT records 
information about files and directories stored on the disk including the name of the file, the date the file 
was created and where on the hard disk the file resides. Each file and directory contained on a hard disk 
has an entry in the MFT.

Each time a disk is formatted, new system files are created and the old system files, such as the old 
MFT file, are discarded. When examining the actual data contained within the MFT, each entry contained 
within it is preceded by the characters “FILE” followed by information about the file or directory, such as 
the file name. This also enables the easy identification and location of MFT entries in unallocated space.
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The below screenshot provides an overview of the type of information you can expect to find:

Figure 1. Type of information you can expect to find

The header for the MFT entry “FILE0” can be clearly seen along with the filename, in this instance, 
“helpinstall_english.7zip”.

I determined that the disk drive had been formatted the day before being provided to me by examining 
the date and time that the MFT was created. Generally speaking, the date and time that the MFT was 
created is a good guide with respect to the date and time that a disk was formatted. This is dependent on 
the accuracy of the clock in the computer on which the disk drive was formatted.

This of itself was again not a blatant red flag as the senior executive had indicated to his employer that 
he had not used the external device to store any company files, only personal information, such as pho-
tographs and personal documents. As a result he said he reformatted the disk drive to remove any trace 
of the personal data prior to returning the equipment. Acting within my instructions from the legal team, 
I commenced a search of the external storage device in order to locate any files that may have been 
created using Microsoft office or Adobe Acrobat and previously stored on the external hard disk drive. 

A very quick “scroll” through the information contained on the external storage device revealed that it 
did contain “old” data in unallocated space, although from my initial view, I was unable to locate much, 
if any, “humanly readable” text. The data all looked as if it had been compressed or once formed part of 
binary files.
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I subsequently used my analysis software to look for any previous files on the storage device that con-
tained headers common to documents created using Microsoft Office or Adobe Acrobat. The organisa-
tion in question was using a version of Microsoft Office prior to 2010 and as a result, I was not concerned 
with any documents created using the (then) new Office Open XML format. In particular, the header I was 
searching for consisted of the hexadecimal bytes “D0 CF 11 E0 A1 B1 1A E1” for Office files and “25 50 
44 46” for Adobe Acrobat files. 

In addition to this, I also searched for Lotus Notes databases (bytes 1A 00 00 04 00 00) (the organisa-
tion in question used Lotus Notes for email) and compressed archives, such as ZIP (bytes 50 4B 03 04) 
and RAR (bytes 52 61 72 21 1A 07 00). As outlined earlier, I noticed large amounts of what looked like 
compressed data on the disk from a cursory visual inspection. Expecting to see results when my search 
was completed, I was surprised when I did not locate any instances of the above file types whatsoever.

As a result, I subsequently undertook a search of the forensic image for file extensions in the event that 
files may not be present, but file name entries may be, for example in an MFT that existed on the hard 
disk drive prior to it being reformatted. I used simple search terms for this purpose, such as “doc”, “xls”, 
“pdf”, “ppt” etc.

I noted that I identified several thousands of instances of filename entries. Upon closer examination, I not-
ed that each of these filename entries existed in, what appeared to be, entries in a previously deleted MFT. 
The MFT is structured in a particular way and consists of a series of entries in the following segments:

Standard Information

File/Directory Name

Data/Index

Unused Space
Figure 2. MTF Structure

The following figure also illustrates the structure of an MFT entry:

Figure 3. MTF Structure. Source: http://www.cs.bgu.ac.il/~os042/assignments/Ex3/NTFS_background.html

The “standard Information” segment consists of several data items including, but not limited to, the en-
try header (i.e. FILE), the allocated size of the MFT record (i.e. 1024 bytes) and a flag indicating whether 
the item is a file or directory. I note that this is not an exhaustive list, the totality of which is beyond the 
scope of this article. The file or directory name is stored as Unicode text and the data/index information 
consists of various aspects of the file or directory. For the purposes of this case study, it sufficient to un-
derstand that the following relevant information is stored in the “data block” of the MFT entry:

http://www.cs.bgu.ac.il/~os042/assignments/Ex3/NTFS_background.html
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• 	 The file creation date, stored as a 64 bit Little Endian format number. For example, the hex bytes 40 
29 AF 60 6C 50 C7 01 would decode to 14 February 2007 at 19:41 hours UTC time;

• 	 The date and time that a file was modified, again stored as a 64 bit Little Endian value; and
• 	 The date and time that the MFT entry relating to this particular file was last changed.

By decoding the MFT entries identified as a result of my searches, I was able to generate a list of ap-
proximately 11,000 files that, up until the day before the portable hard disk drive was returned, existed 
on the device. By cross-referencing the file attribute information outlined above with file listings from the 
corporate file servers, I was able to match those files which appeared to have been copied from the busi-
ness servers onto the portable device.

THE RESULTS
Now that it appeared as if the senior executive had acted unlawfully, next came the task of attempting to 
determine what actions he had performed in order to remove the information from the business. Given 
that now it was possible to prove that corporate data existed on the portable device, I now had to deter-
mine what the senior executive had done in order to “cover his tracks”.

I subsequently undertook a closer review of, what appeared to be, binary data on the hard disk drive. I de-
termined that the information that I was viewing appeared to be compressed video data and sought to extract 
the data to determine if this was correct. I manually carved entire “chunks” of data from the unallocated portion 
of the portable hard disk drive and noted that, when saved as a discrete file, was recognised as a video by an 
MPEG video player and appeared to be recording of a popular British television comedy.

Upon further analysis, the same series of bytes, approximately one hundred megabytes of data, was 
repeated consistently across the entire length of unallocated space. This meant that, prior to the portable 
hard disk drive being formatted it contained hundreds of duplicate files of the same television episode.

I also undertook an analysis of the laptop computer provided by the senior executive. Upon an exami-
nation of the recycle bin on that computer, as opposed to the portable hard disk drive, I identified a large 
volume of video file entries with names such as “De785.mpg”, as well as documents created with Micro-
soft Office and Adobe Acrobat, such as “De621.doc”. 

When a file is deleted by a user using an operating system, such as Windows XP on a disk drive for-
matted using the NTFS file system, by dragging and dropping the file into the recycle bin, the following 
process is carried out by the operating system:

• 	 The file is moved to the recycle bin by the operating system; and
• 	 When the user empties the recycle bin, the file is renamed using the convention “d” + drive letter of or-

igin + unique index number. For example the file name “De785.mpg” means the file was emptied from 
the recycle bin it originally existed on the “E” drive and was provided with the index number “785”. 

All portable hard disk drives connected to a computer system are given a unique drive letter by that com-
puter system. It is my experience that a portable hard disk drive connected to a computer will generally 
be given a unique drive letter such as “E”, “F” or “G”. 

As a result of this, I was able to conclude that the following series of events had taken place prior to the 
portable hard drive being provided to me for analysis:

• 	 The portable hard disk drive was provided to the senior executive for business use;
• 	 At various points in time after the senior executive commenced using the portable hard disk drive, he  

copied several thousand files from the corporate file server onto the portable hard disk drive.  
This was evidenced by the filenames recovered from the previously deleted MFT;

• 	 Prior to the portable hard disk drive being provided to me for analysis, the business related files 
were deleted from the portable hard disk drive. This was evidenced by the fact that the business re-
lated files no longer existed and that a large volume of entries existed in the Windows recycle bin on 
the laptop computer relating to Microsoft Office and Adobe Acrobat type documents;

• 	 After the business related files were deleted from the portable hard disk drive, a single video file was 
copied onto the drive many multiples of times to overwrite the data contained in the previously deleted 



60

business related files. This was evidenced by the fact that the data relating the video was still located 
in the unallocated portion of the portable hard disk drive and that no data from the documents that pre-
viously existed on the device still existed;

• 	 The video files contained on the portable hard disk drive were then deleted. This was evidence by the 
fact that the video files no longer existed on the portable hard disk drive and that a large number of in-
stances of video files were located in the Windows recycle bin on the laptop computer system; and

• 	 The day before the portable hard disk drive was provided to me for analysis it was reformatted. This 
was evidenced by the creation date of the current MFT on the portable hard disk drive.

As a result of the actions of the senior executive, his employer decided to question him at which point 
he admitted to copying vast amounts of information from the corporate file server onto the portable hard 
disk drive provided to him prior to his resignation. He then indicated that he copied those files from the 
portable hard disk drive onto another device, which was owned privately by him and using a computer 
privately owned by him. From this point, the senior executive agreed with the sequence of events as out-
lined above. Litigation resulted and a judgment was found against the senior executive.

The data stolen by the executive consisted of confidential information corporate information such as 
policy documents, financial information, customer data, product campaign information, business per-
formance documents and other organisational material. The material was all contained within Micro-
soft Word, Microsoft Excel, Microsoft PowerPoint and Adobe Acrobat formatted files. The files were all 
named I accordance with corporate file naming guidelines and so it became an easy task to compare 
the names of the files that once existed on the external USB hard disk drive and the files that currently 
existed on the corporate fileserver. This comparison of names was crucial in identifying the nature of the 
data that once existed on the external USB hard disk drive.

CONCLUSION
As the old saying goes, “a little bit of knowledge is dangerous”. In this instance, a user, who believed him-
self to be computer savvy, sought to remove all traces of his unlawful behaviour by overwriting data that 
had been previously been deleted. He was fully aware that deleting a file from a hard disk drive does not 
actually delete the file, and that formatting a hard disk drive does not delete files. He mistakenly believed, 
however, that merely overwriting “previously deleted” data would cover his tracks. Whilst his actions did 
indeed render it impossible to recover any actual files during this analysis, he was not computer savvy 
enough to remove all traces of a file’s existence, namely entries relating to files as contained in previ-
ously used MFT. The existence of the old MFT and the information contained within the Windows recycle 
bin on the laptop computer, enabled a detailed timeline to be constructed with respect to the sequence 
of events that led to the relevant information being destroyed on the portable hard disk drive. This also 
serves to highlight a very relevant point, and that is that it is not always necessary to recover the actual 
files that are suspected to have been stolen, only information about those files and a plausible and de-
fensible explanation as to how they came to be deleted.

The most important things I learned during the course of this analysis were to never underestimate the 
importance of ancillary information when trying to prove that data once existed on a device. Just because 
you don’t have the files themselves, does not mean you cannot build a robust case outlining a chain of 
events as to what a computer has, or has not done, on a computer system. In addition to this, persis-
tence, never give up, you may be surprised at what you can find if you take the time to sit back and look.
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DETECTING EVIDENCE 
OF INTELLECTUAL 
PROPERTY THEFT
USING FTK® IMAGER (AND FTK® IMAGER LITE)

by Ana M. San Luis & Robert K. Johnson

Global clients of Alvarez & Marsal (A&M), frequently turn to us 
when investigating suspicious activity, such as activity suggesting 
fraudulent activity, data privacy or cyber security breaches, or 
intellectual property (IP) theft, to name a few. When faced with an 
issue of suspected or alleged IP theft, experts and investigators 
at A&M rely on experience, sound methods, and reliable tools 
to investigate such activity. Two such reliable tools include 
AccessData®’s Forensic Tool Kit (FTK®) Imager and FTK® Imager Lite.

In today’s world of constantly evolving technology, there arise a number of 
options for thieves, embittered and disgruntled employees, or naïve col-
leagues to participate in the theft of intellectual property, whether inten-

tional or otherwise. Intellectual property, in its most basic definition, is any 
creation of the mind for which exclusive rights exist1 to superscript. This can 
range from ideas, inventions, and creative expressions2 to discoveries, de-
signs, and even symbols or phrases. Copyrights, patents, and trade secrets 
are some examples of intellectual property rights that can be infringed, while 
proprietary products, software or portions of software, and artwork/music/
movies are some examples of intellectual property that can be stolen. IP theft 
can cost victims their jobs, reputations, and even millions of dollars, depend-
ing on what is stolen. Digital IP theft has risen with the evolution of digital 
technology, and a majority of stolen digital IP can be commonly found within 
the day-to-day operation of businesses, as illustrated in Figure 1 below.

What you will learn:
• 	 Preliminary steps involved in inves-

tigating suspected IP theft;
•	 How to utilize FTK® Imager Lite to 

perform a live acquisition of an en-
crypted hard drive;

•	 How to utilize FTK® Imager in con-
junction with other tools to perform 
preliminary analysis of hashes, 
Recycle Bin artifacts, and link files 
within a Windows 7 environment.

What you should know:
• 	 Basic forensic techniques & termi-

nology (for example, physical vs. 
logical acquisitions, hashes, live 
acquisition, live memory capture, 
etc.);

• 	 Basic understanding of the Win-
dows 7 environment;

• 	 Basic understanding of encryption, 
deleted files, the Windows Recycle 
Bin, and link files.
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Figure 1. Examples of digital intellectual property commonly found within businesses

Experts and investigators, such as those at A&M, have a number of industry and court accepted tools 
available at their fingertips to investigate suspicions or allegations of IP theft. Some of these tools allow 
forensic experts and investigators to examine live running suspect machines or media, while making little 
to no changes to the suspect machines or media. Two such tools are AccessData®’s FTK® Imager and 
FTK® Imager Lite, and both are available completely free of cost. These tools allow for some very useful 
analysis upfront without any software cost.

MOCK SCENARIO
For the purposes of this article, we will be following the investigation related to a mock scenario, which 
involves a combination of circumstances and situations we have actually faced in the field, surrounding 
a suspected IP theft matter. While all tools, examination methods, and analyses described below are real 
and have been utilized in actual investigations, all names related to people and companies in addition to 
the exact scenario described below are purely fictitious.

Scenario
Company A has reached out to us with suspicions of IP theft, alleging that one or more of its employees 
are stealing proprietary designs for a new line of blue widget machines and are leaking these designs 
to competitors. Company A believes that the three employees who are mainly suspected of this IP theft 
are disgruntled employees within their marketing department. Moreover, these three employees should 
not even have had access to these designs, nor to the software through which the designs are created, 
edited, and viewed. Company A also believes that the suspected employees may have somehow saved 
copies of these designs to their machines or to USB thumb drives, prior to leaking IP to the company’s 
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competitors. Unfortunately, Company A does not want to alert the suspected employees of this investi-
gation, and fears that the suspected employees may delete any evidence of their participation in the IP 
theft if they know they are being investigated. Company A would like us to lead the investigation into the 
suspected IP theft of their designs in order to confirm or negate their suspicions. Because one of Com-
pany A’s competitors is expected within the next couple of days to release their new line of blue widget 
machines, which Company A suspects is significantly based on the designs believed to have been stolen 
from Company A, Company A would like us to perform a quick forensic analysis. This will allow them to 
find enough evidence to continue on with the investigation, to issue a preliminary statement to the press, 
and to seek a possible injunction to prevent its competitor from releasing its new line of machines and 
making profit off of Company A’s own unreleased designs. 

PRELIMINARY STEPS
After being hired by Company A, we have several in-depth discussions with trusted individuals within 
Company A to gain a better understanding of the situation, the suspected employees, and the company’s 
data infrastructure. One of the trusted individuals is John, the head of Company A’s Information Tech-
nology (IT) department. John informs us that all machines issued by Company A are running Windows 
7, are encrypted via TrueCrypt, have two partitions on each machine (a recovery partition and a main 
user partition), and have a local administrator account, for which only John and two other members of 
his team have the password. He also mentions that the three suspected employees usually leave their 
machines powered on, but locked, prior to leaving the office for the evening. John also provides us with 
copies of the design files, that the company suspects were leaked, and notifies us that only members 
of their design and engineering team have the IronCAD® software installed on their machines to create, 
edit, and view the designs.

We decide that the best course of action for the preliminary investigation is to perform a live acquisi-
tion and a quick preliminary analysis of the three employees’ machines overnight after business hours. 
This will prevent the employees from suspecting that they are being investigated, will leave the em-
ployees’ machines running in the same state that the employees left the machines in (and seemingly 
untouched by us), will allow us to bypass the encryption by imaging a decrypted version of the data, 
and will allow us to have preliminary findings available to Company A by morning.

We decide to utilize AccessData®’s free tools, FTK® Imager Lite and FTK® Imager, for the live acquisi-
tion and the preliminary analysis, respectively, of the three suspected employees’ machines. Because 
FTK® Imager Lite is a portable tool, it can be copied to any external device and run on a suspect ma-
chine, without the tool installing any files on the suspect machine. This will be helpful to us since we want 
to leave as little trace as possible on the suspects’ machines in order to avoid suspicion from the three 
employees being investigated. We can then use FTK® Imager, in conjunction with some other widely 
available tools, to perform a quick preliminary analysis while we are on-site overnight.

We prepare each of our target USB drives with copies of FTK® Imager Lite, and ensure that we have a 
working copy of FTK® Imager on each of our forensic laptops.

Once we are on-site, we decide to accomplish the following tasks before meeting with the trusted indi-
viduals of Company A in the morning:

•	 Live forensic acquisition of the three suspected employees’ encrypted machines in an attempt to ob-
tain either a physical or logical image of the machines, including all unallocated space on each parti-
tion and all unused space on each hard drive, if possible, on the machines.

•	 Hash analysis and comparison of the design files John provided us against the files found on the 
three employees’ machines, in an effort to confirm the existence of the suspected leaked design 
files on the suspected employees’ machines.

•	 Recycle Bin analysis to identify any of the suspect design files that the suspected employees may 
have deleted and forgotten about in the Recycle Bin.

•	 Link analysis to identify any link files the system may have created for recently opened files or any 
shortcuts created by the suspected employees to the design files.

While there are a number of possible ways to proceed with the analysis of a suspected or alleged IP theft 
matter, we decide to proceed with the aforementioned analysis due to the circumstances surrounding the 
suspected IP theft and the timing involved with the mock scenario.
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Should our preliminary analysis of the above items confirm Company A’s suspicions that design files 
have been misappropriated by the suspected employees, we can perform additional analysis (which will 
not be covered in this article) at a later date. This analysis will allow us to obtain more comprehensive 
and in-depth support of Company A’s claims, add to our existing findings to see what else the suspect 
employees may have done or may have intended to do, and include the following:

•	 USB device analysis to determine possible USB devices which the suspected employees may have 
connected to their machines, and onto which they may have copied the suspect design files.

•	 Prefetch analysis to identify any files associated with the startup of the IronCAD® software, in conjunc-
tion with the analysis of the Program Files, to determine the existence of the IronCAD® software on each 
suspect machine. Again, only employees of Company A within their design and engineering team should 
have this software installed on their machine, and not employees within their marketing department.

MEMORY CAPTURE AND LIVE FORENSIC ACQUISITION VIA FTK® IMAGER LITE
We begin our investigation of the three suspected employees at Company A by capturing the live memo-
ry and forensically imaging each of their laptops. Again, in order to prevent the employees from suspect-
ing that they are being investigated, to leave the employees’ machines seemingly untouched by anyone, 
and to bypass the encryption, we decide to perform a live acquisition of each laptop via FTK® Imager Lite.

PHYSICAL VS. LOGICAL ACQUISITION AND THE IMPORTANCE OF ENCRYPTION
Prior to imaging live, we need to decide if we will be able to perform a full physical acquisition or if we 
will be able to perform only a logical acquisition of each visible partition of each laptop. Typically, with 
administrator rights, it is possible to acquire either a full physical or logical image through a live acquisi-
tion. A logical image will preserve all data within any imaged partitions, but will not preserve any unused 
disk space not actively assigned to a partition on the drive; whereas a physical image will preserve all 
data and any unused disk space. The risk with a logical acquisition is that there may be data within the 
unused disk space, which was previously resident in an earlier created and subsequently deleted parti-
tion, which as a result, may be missed with a logical acquisition.

Knowing that the suspect laptops are encrypted with TrueCrypt, we are able to perform a full physical 
image and capture data on all partitions, as well as the unused disk space on the laptop hard drives. 
This is not, however, always the case with hard drive encryption, and there are instances when we will 
need to perform a logical image, as the image may still be encrypted post-acquisition with a physical 
acquisition. In our case, we have lucked out, as performing a live full physical acquisition of a hard 
drive encrypted via TrueCrypt while logged in as an administrator will still allow for decryption on-the-
fly, and will result in a fully decrypted image.

MEMORY CAPTURE
Using the local administrative (admin) account and password provided by John, we log into the local ad-
min account. We then plug in our target USB device, containing the FTK® Imager Lite software, to the 
suspect laptop, and note the date/time we plugged in our USB device. This is done so that we do not 
inadvertently include our own USB device in the list of USB devices plugged into each laptop for a later, 
more in-depth analysis. We then utilize FTK® Imager Lite to capture the live memory of the laptop for a 
later analysis of applications currently running to determine whether there is any risk of Trojan viruses or 
similar. This is accomplished by executing FTK® Imager Lite on the suspect system and selecting “Cap-
ture Memory” through the File Menu. From here, we select a destination path and filename, and whether 
or not we want to capture the pagefile. The image files resulting from the memory capture are approxi-
mately 8GB in size, which corresponds to the amount of RAM installed in the laptops. These resulting 
images can then be analyzed at a later date as necessary without the risk of further altering the resident 
memory of each laptop.

LIVE FORENSIC ACQUISITION
After successfully capturing the live memory, we then begin the live acquisition of the hard drives in-
stalled on each laptop. In FTK® Imager Lite, we select “Create Disk Image” from the file menu. After se-
lecting “Physical Drive” on the next window and choosing the appropriate internal hard drive, we are then 
presented with a window prompting for image destination and filename. At this window, we select to write 
to our target external USB drive, in Raw (dd) format, and turn on the options to verify images after cre-
ation, pre-calculate progress statistics, and create file listings. Including these options during the forensic 
imaging will allow us to determine how far along the imaging process we are, give us an ETA of when we 
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can expect the imaging to complete, and will provide a file listing report of all folders and files found and 
imaged on each suspect laptop. Additionally, with these settings, the image will be automatically verified 
to ensure accuracy and completeness of the image at the conclusion of the imaging process.

As shown in Figure 2 below, the physical disk image process captures both the unallocated space 
within the partition and the unused disk space from the hard drive. This information can be readily que-
ried in the full FTK® application.

Figure 2. Evidence tree within FTK® Imager showing unallocated space and unpartitioned space, both of which are successfully 
captured through physical imaging

Following the successful forensic acquisition of the three suspect laptops, we load each image to FTK® 
Imager by selecting “Add Evidence Item” from the file menu. From there we select “Image File” and point 
FTK® to the first file for each of the respective images. At this point, we are ready to begin our on-site 
analysis to see if we can make some quick determinations about user activity, and whether the evidence 
indicates a strong possibility that Company A’s intellectual property might have been misappropriated.

HASH ANALYSIS VIA FTK® IMAGER & WINMD5
As part of our investigation, we are provided with copies of the files that Company A suspects were sto-
len. One specific file of interest is an IronCAD® file named BlueWidgetDesign.ic3d. Upon receipt of this 
file from the trusted individuals at Company A, we create an MD5 hash of this file using a tool called Win-
MD5Free (http://www.winmd5.com/), as shown in Figure 3 below.

Figure 3. WinMD5 hashing of BlueWidgetDesign.ic3d

http://www.winmd5.com/
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Any preferred MD5 or SHA1 hashing tool will work, and if a larger number of files are needed for com-
parison, we recommend creating an image of the contents of a folder of the sample data through FTK® 
Imager or Imager Lite, and generating a File Hash List. To compare the hash value of BlueWidgetDe-
sign.ic3d to the contents of the suspect drive, we generate a hash listing of the contents of the hard 
drives through FTK® Imager. This is achieved by selecting the name of the volume (“NONAME [NTFS]” 
in Figure 2) in the Evidence Tree in FTK® Imager and then selecting “Export File Hash List…” from the 
file menu. The resulting CSV file contains the full paths and filenames, and both MD5 and SHA1 hash 
values for the files captured from the laptops. Comparing the WinMD5 generated hash value (51b70cb
08991aff5c8566e99d5e00a2b) from the sample file with the hash listings from FTK® Imager, results in us 
finding evidence of the BlueWidgetDesign.ic3d file residing in one of the suspect machines’ Recycle Bin 
as seen in Figure 4 below.

Figure 4. MD5 Hash value from the hash listing generated by FTK® Imager of important BlueWidgetDesign.ic3d file is found on 
suspect laptop

This discovery confirms for us that, at some point, the suspect had the design file in question on their sys-
tem, had deleted the file that was then automatically sent to the Recycle Bin, and had forgotten to empty 
out their Recycle Bin. Further analysis of the Recycle Bin and Link Files will provide more evidence.

RECYCLE BIN ANALYSIS VIA FTK® IMAGER
Having identified a suspect file in the Recycle Bin, we perform further analysis on the file to confirm that 
in addition to matching on MD5 Hash, the file in the Recycle Bin also matches the filename and file size 
of the file provided to us by Company A. This will allow us to discover more information about the suspect 
file, as it existed on the suspected employee’s laptop prior to deletion.

We begin by browsing to the location outlined in the FileNames column from our FTK® File Hash List 
for the file in question, as previously outlined in Figure 4. Within FTK® Imager, we are able to locate the 
$RX7DEM5.ic3d file at the location specified in Figure 4, in addition to a corresponding $IX7DEM5.ic3d 
file. Within Windows Vista and Windows 7, the Recycle bin stores two items for each deleted file/folder.  

a d v e r t i s e m e n t
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The first appears as a file whose names starts with an $R followed by a string of characters and the 
original extension, and the second appears similarly but with an $I followed by the same string of 
characters and the original extension. This $R file represents the actual file which was deleted. The $I 
file contains information about the deleted file including the file size, date deleted, and the original full 
path and filename.

Within the $IX7DEM5.ic3d file, we focus our attention on bytes 8 through 117. To locate the file size of 
the deleted file, we look at bytes 8 through 15, represented in hexadecimal as 00 A2 00 00 00 00 00 00. 
By reversing these bytes (00 00 00 00 00 00 A2 00) and entering them into the calculator within Windows 
(select the “Programmer” view in Windows 7 or the “Scientific” view in Windows XP), we are able to con-
vert to base 10, or decimal, and determine that the deleted file is 41,472 bytes in size. Alternatively, we 
can interpret these bytes within the Hex Value Interpreter in FTK® Imager by highlighting bytes 8 through 
15 in FTK® Imager, switching to the Hex Value Interpreter in the lower left corner of FTK® Imager, and 
ensuring that the byte order is set to “Little Endian”. Similarly, to determine the date of deletion, we high-
light bytes 16 through 23 within the $IX7DEM5.ic3d file, switch to the Hex Value Interpreter in the lower 
left corner of FTK® Imager, and ensure that the byte order is set to “Little Endian” as shown in Figures 5 
and 6 below. Through the Hex Value Interpreter, we are able to determine that the $RX7DEM5.ic3d file was 
deleted on 3/5/2014 at 9:50PM Local Time, or 3/6/2014 5:50AM UTC.

Figure 5. Bytes 16 through 23 highlighted in the $IX7DEM5.ic3d file through the hex display within FTK® Imager

Figure 6. Hex Value Interpreter within FTK® Imager showing date of deletion of suspect file

The remaining bytes of the $IX7DEM5.ic3d file provide the path and filename of the $RX7DEM5.ic3d file 
prior to deletion. In this instance, the path and filename of the $RX7DEM5.ic3d file prior to deletion is C:\
Users\SuspectA\Desktop\BlueWidgetDesign.ic3d. Thus, we are able to confirm that the suspected em-
ployee had the BlueWidgetDesign.ic3d file on their desktop, the file size and MD5 hash matched that 
of the file provided by Company A, and that the file was deleted to the Recycle Bin shortly after the sus-
pected misappropriation.
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LINKFILE ANALYSIS VIA FTK® IMAGER AND MITEC’s WINDOWS FILE ANALYZER
At this point, we have shown demonstrably that the suspect file has at one point been on one of the sus-
pects’ laptops, and we now move into trying to determine whether the file has been ex-filtrated from Com-
pany A for the possible disclosure to a competitor. To perform this analysis, we begin looking at the link 
files (.LNK extension) found on the suspect’s laptop. Examining the link files on a machine will allow us 
to identify any link files the system may have created for recently opened files, or any shortcuts created 
by the suspected employees to the suspect design files.

To quickly isolate these link files, we create a Custom Content Source within FTK® Imager. This Cus-
tom Content Source, as shown in Figure 7 below, is set to capture all files with a .LNK extension currently 
existing on the suspect computer. Through this Custom Content Source, we are able to create an image 
of only the filtered files, and we again select to pre-calculate statistics, verify the image, and create a file 
listing, as we did with the initial physical image of the suspect laptop, by selecting “Create Image” below 
the Custom Content Sources.

Figure 7. Custom Content Source creation within FTK® Imager

In quickly searching through the file listing of .LNK files generated during the Custom Content Source 
image, we locate a file named “BlueWidgetDesign.lnk” in a folder on the suspect drive in the follow-
ing location: “…\Users\SuspectA\AppData\Roaming\Microsoft\Windows\Recent\BlueWidgetDesign.lnk”. 
While it is possible to directly interpret the values within the .LNK file from the hexadecimal values, there 
exist freely available tools which do the job for us. One such tool is MiTeC’s Windows File Analyzer 
(http://www.mitec.cz/wfa.html).

In order to utilize MiTeC’s Windows File Analyzer (WFA) more readily, we mount the FTK® created AD1 
image file containing the .LNK files as filtered through the Custom Content Source by selecting “Image 
Mounting” within FTK® Imager, as shown in Figure 8 below.

Figure 8. Mounting within FTK® Imager of the AD1 file containing the set of filtered .LNK files

Once mounted, we direct WFA to perform Shortcut Analysis on the folder containing the BlueWid-
getDesign.lnk file identified, which is now accessible to applications running on our forensic examiner 
system. Upon completion of this analysis by WFA, we are able to see that the BlueWidgetDesign.ic3d 
file was previously opened from a Removable Volume, which typically represents a USB drive, bearing 
a Volume Serial number of “321A-1213”, and a Volume Name of “TRANSFER”.
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This evidence thus supports the theory that the BlueWidgetDesign.ic3d file at some point resided on 
removal media and may have been passed to a competitor. Of note, in reviewing the other .LNK files 
found in the same folder, it appears that two additional files, SampleCo_2013_Q3_financials.xlsx and 
“Company Goals and Directives.docx” were also accessed from this same removable media. These are 
further items to look into, and it is now time to ask Suspect A for their USB Drive!

CONCLUSION
After completing the imaging of the three suspected employees’ machines, while also completing prelimi-
nary analysis overnight via FTK® Imager Lite and FTK® Imager, we were able to confirm, in the span of 
only a few hours, our client’s suspicions that one or more of its employees were involved with IP theft of 
their proprietary designs. We also found evidence of the potential leaking of the designs and other com-
pany sensitive information to competitors, of which Company A was not even initially aware. Although we 
will continue a more in-depth investigation of the suspected employees’ machines and external devices, 
we have resultantly armed Company A with enough ammunition to be able to issue a preliminary state-
ment to the press and to seek a possible injunction to hopefully prevent Company A’s competitor from 
releasing its new line of machines and making profit of off Company A’s own unreleased designs.

While in many instances with investigations you may need to use a full forensic analysis tool, such 
as AccessData®’s Forensic Tool Kit, Guidance Software’s EnCase®, or X-Ways Forensics, in this sce-
nario, FTK® Imager and Imager Lite, when combined with some freely available tools, allowed us to 
quickly image encrypted systems, perform preliminary analysis while still on-site, and confirm our cli-
ent’s suspicions of IP theft. In short, when coupled with the right knowledge and complementary toolsets, 
FTK®Imager and Imager Lite can prove to be very useful.
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FILE RECOVERY 
– PART 01
by Everson Probst

One of the core activities of a computer forensics expert is file 
recovery. Recovery presents possibilities to examine records 
deleted by users or deleted automatically by the system. This 
tutorial is about file recovery and covers a few technical issues 
performed with FTK Imager and Recuva software. 

FTK Imager: Free software distributed by AccessData whose main func-
tion is to generate forensic copies (E01, AD1, Records and RAM Mem-
ory Copies). It also allows browsing of an image in a structured manner 

without changing it, creating customized images, generating hash lists, etc.

Recuva: Free software distributed by Piriform whose main function is to re-
cover deleted files. It uses the archive system index to recover deleted files 
and also runs Data Carver, but in this aspect, it is not very efficient when com-
pared to Foremost.

RECOVERY BASED ON METADATA 
Recovery based on archive system index starts from the principle that the 
majority of the operational systems keep reference of at least the initial posi-
tion and size of this file after excluding a file.

These entries remain in the file systems until it is necessary to overwrite 
them by new-recorded entries.

However, in some file systems such as FAT12, FAT16 e FAT32 systems, 
just the first cluster address is kept in the index after deleting a file; therefore 
it is not possible to discover which clusters were specifically used by the file. 
For this reason, the recovery programs check in the remaining records the 
size of the deleted file and consider that the file was not fragmented, thus re-
covering all clusters in the sequel of the initial cluster until reaching the size 
of the deleted file.

For example: the following figure 1 is a representation of the Directory En-
try, an important part of the FAT32 file system, where the main information of 
files in a partition is stored. In our example, we have set 03 parameters only, 
the ones we need for the recovery process. Thus, we start from the scenario 
where we have the files presented below in the computer. 

What you will learn:
• 	 Basic concepts about file alloca-

tion systems
• 	 How to recover files from a hard 

disc
• 	 How to use FTK Imager software 

to virtualize a forensic image
• 	 How to use Recuva software to 

locate and recover deleted docu-
ments.

What you should know:
• 	 specific knowledge is not neces-

sary
• 	 skills with installing programs in 

Windows environment 
• 	 experience with forensic image 

manipulation
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Name Size Initial Cluster
Directory Entry 1 File.txt 27kb 100012
Directory Entry 2 Music.mp3 8kb 100019
Directory Entry 3 Pic.jpg 10kb 100021

Figure 1. Example of file entries in a Fat 32 file system

The following figure 2 shows a FAT that serves as a file cluster map. While Directory Entry indicates 
only the initial position of the file, FAT indicates specifically the cluster sequel used by the file. On the left, 
we have records about the location of all parts that compound the three files indicated in the table above.

In this table (FAT), the first cluster has one correspondent indicating the next cluster, used by the file 
in the data area. In case it is the end of file, the value will be 0XF8. Note that the files highlighted in blue 
and green are fragmented, while the files in red are not fragmented. 

ID Value ID Value ID Value
100012 100014 100012 0 100012 100013
100013 100019 100013 0 100013 100014
100014 100015 100014 0 100014 100015
100015 100016 100015 0 100015 100016
100016 100017 100016 0 100016 100017
100017 100018 100017 0 100017 100018
100018 100020 100018 0 100018 0XF8
100019 0XF8 100019 0 100019 100020
100020 0XF8 100020 0 100020 0XF8
100021 100022 100021 0 100021 100022
100022 100023 100022 0 100022 100023
100023 100024 100023 0 100023 100024
100024 0XF8 100024 0 100024 0XF8

FAT FAT empty FAT recovered

Figure 2. Example of a FAT 32 structure before and after file deletion and after their recovery

The FAT shown represents the first moment after the user has deleted the three referred files. All clusters 
are marked with the “0” value, indicating that they are available for using. It is highlighted that only the clus-
ter index in the file allocation table shall have its value changed. Neither the information contained in the 
Directory Entry nor the data itself recorded along the disk will be excluded after deleting the file.

In the FAT represented by the middle table (FAT empty), indicating a supposedly empty partition, we 
run a file recovery program based on the data present in the Directory Entry; the recovery will result in 
the third moment of the FAT (FAT recovered). Note that the File.txt that was fragmented was incorrectly 
recovered. It happens because FAT was reset and Directory Entry has only the initial cluster reference; 
the recovery method calculates how many clusters are needed for the file and re-allocates this amount 
of clusters in a contiguous form. The same happens to the second file. Just the third file, Pic.jpg is cor-
rectly recovered because before deletion it was not fragmented.

Why using this method if it is susceptible to flaws? We must consider this recovery method because 
modern file systems are very efficient in the process of non-fragmentation, which makes this indexing 
method successful. In addition, we can recover the main properties of a file such as its name, MAC Time, 
size, etc. despite its content, which is not recovered in full or properly. Finally, in the Computer Forensics 
environment sometimes it is much more important to know about the file’s properties than its content. 
This premise makes this recovery method very usefull.
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RECOVERY WITH FTK AND RECUVA
To run the recovery program it is necessary that the drive is mounted. However, according to foren-
sic best practices, procedures shall always be performed on forensic images and never on the original 
drives. For this reason and aiming to guarantee data integrity, the program FTK Imager shall be used 
to mount a unit from a Forensic Image. Besides allowing the operation of recovery procedures, when 
mounting the unit FTK protects the image against recording. Download FTK Imager from this website: 
http://www.accessdata.com/support/product-downloads. 

After installing the program, run it. In the window that shall appear, click on the option “File” and “Image 
Mounting...” as shown in the following figure.

Figure 3. Mounting a forensic image with FTK Imager

In the window “Mount Image To Drive”, choose the forensic image that shall be mounted and select 
which letter shall be attributed to the unit. All the other setting shall be exactly as in the figure below.

Figure 4. Options for mounting a forensic image

http://www.accessdata.com/support/product-downloads
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After checking, click on “Mount”. This will make the forensic image to appear as a drive unit protected 
against recording. Now, download Recuva from this website: http://www.piriform.com/recuva/download.

After installing, run the program. In the window that shall appear, click on the option “Next”.

Figure 5. First step of file recovery program

In the next window, you can choose which type of file you want to recover. As the procedure is always 
very quick and our goal is Forensic, let´s choose the option “All Files”. 

Figure 6. Screen for selecting the type of file you want to recover

The next window is also very important. Here you shall choose the option “In a specific location” and 
indicate the letter of the mounted unit through FTK Imager. After doing that, click on “Next”.

Figure 7. Screen for selecting the disc for examination (newly mounted disk with FTK Imager)

http://www.piriform.com/recuva/download
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The following screen allows you to choose the option “Enable Deep Scan”. This option will extend the 
form of recovering files. Besides checking archive systems for remaining records, the program will scan 
all drive searching for headers and foot notes of deleted files which registry have already been overwrit-
ten in the archive system. This method is very important and will certainly result in a much bigger volume 
of files completely recovered, however, besides being very slow, there are other software products much 
more efficient in this issue, as Foremost that will be detailed in another tutorial. Therefore, leave the op-
tion “Enable Deep Scan” not selected and click on “Start”.

Figure 8. Screen to start the search for deleted files 

The procedure is very quick and at the end, a list will be presented with the name of all files that the 
program located using the method of checking entries of remaining records in the archive system of 
the computer.

Clearly, as explained in the beginning of this tutorial, this method can result in a series of file names and 
its metadata, without its complete and whole content actually being recovered. Nevertheless, Recuva 
knows it and signalizes the file state. The red circle indicates that the file whose data are presented in 
the list is overwritten by a new file, and therefore cannot be recovered. In the right border of the list, Re-
cuva also shows which new file is overwriting the old file. The yellow circle indicates files which despite 
incomplete can eventually be opened. The green circle indicates files that have integrity and that can be 
recovered completely.

Note that until this moment Recuva has only analyzed archive system. To continue, select all files you 
wish to recover, click with the right button over it and choose the option “Recover Checked”. In the window 
that will appear, you will only have to indicate where you want to store the recovered files and that is it!
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Figure 9. Search result for deleted files 

At the end of the recovery, the following message shall be shown. In our example, the two files selected 
were recovered with success.

Figure 10. Recovery Status

Note that in the window with the list of files are all the original properties of deleted files. This is very 
important for Computer Forensics and may help a lot an investigator, even though the content of files has 
not been completely recovered. Starting from this principle, if you want to analyze all records over what 
was deleted, just select all files indicated in the Recuva’s list, click with the right button on it and choose 
the option “Save List to text File...”. At the end of the procedure, do not forget to return to FTK Imager 
and click on “Unmount” to unmount the forensic image. That guarantees that the image will remain un-
changed and with integrity.

About the author
Everson Probst is majored in Information Systems and is specialist in computer forensic, disputes and litiga-
tion. Guest Professor of the postgraduate course in computer forensics at Mackenzie, he has also taught at 
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FILE RECOVERY 
– PART 02
by Everson Probst

One of the core activities of a computer forensics expert is file 
recovery. Through recovering, it is possible to examine records 
deleted by users or deleted automatically by the system. 
This tutorial is about file recovery and its technical properties 
performed with FTK Imager and Foremost software.

FTK Imager: Free software distributed by AccessData whose main func-
tion is to generate forensic copies (E01, AD1, Records and RAM Mem-
ory Copies). It also allows browsing of an image in a structured manner 

without changing it, creating customized images, generating hash lists, etc.

Foremost: Free software that has the function of recovering files based on 
the Data Carver method. It is capable of recovering files whose record entries 
are no longer found in the archive system. That makes it a very useful tool to 
recover older files, despite it is not capable of recovering all original proper-
ties of the recovered file.

RECOVERY BASED ON SIGNATURE AND FILE STRUCTURE
Data Carver is a technique used to recover files based only in its signature 
(header and footnote) or structure. It is used specially when there is no more 
information about the files in the archive system (FAT, NTFS etc.).

The Foremost program used in this tutorial is based only in the signature 
check of files. To understand how this method works, it is also necessary to 
understand how the files are stored in the hard disk.

The main archive systems store data under a minimal unit called Cluster 
that is a set of sectors (512 bytes in standard configuration). In FAT 32, for 
example, each Cluster has 4kb in standard configuration. Files bigger than 
4kb, i.e., which do not fit into a single Cluster will occupy as many Clusters as 
needed. In the following example the Tutorial.txt file has 652kb, i.e., it will oc-
cupy 163 Clusters of 4kb each (652kb / 4kb = 163 Clusters).

What you will learn:
• 	 Basic concepts about how a file is 

recorded in a hard disk.
• 	 Basic concepts about files frag-

mentation.
• 	 How to recover files from a hard 

disc.
• 	 How to use FTK Imager software 

to create a forensic image.
• 	 How to use Foremost software to 

locate and recover deleted docu-
ments.

What you should know:
• 	 Specific knowledge is not neces-

sary 
• 	 skills with installing programs in 

Windows environment 
• 	 experience with forensic image 

manipulation.
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Figure 1. Example of a non-fragmented file (each block represents a cluster on the disc)

Also in the example above, all Clusters occupied by the Tutorial.txt file are sequential, i.e., the file is 
not fragmented in the disk. Clearly some files end up being fragmented in the moment of its recording, 
however archive systems avoid file fragmentation and it is with this premise that the main methods of 
Data Carver work with.

Knowing that the majority of files have specific headers that identify them, the Data Carver algorithms 
go through the disk searching for these headers. Once a header is found, the beginning of a possible file 
is considered.

The next task is to know where this possible file ends. For this, two methods are commonly used; 
the first is for files that do not have footnote. In this case, the algorithm analyzes the initial structure of 
the possible file and keeps reading the disk from the header until the moment this structure changes. 
In the place of the structure change, the algorithm considers the possible location of the file end. The 
second method is based on the location of the file footnote but this only works for files that have unique 
signatures in its footnotes.

Note that both methods succeeded in locating files recorded sequentially in the disk. For fragmented 
files there are other methods much more computational expensive and complex.

DETERMINING THE END OF FILE BY STRUCTURAL ANALYSIS
There are many forms of structural analysis. In some cases this analysis is simply based on the sym-
bolic representation used by the file (ANSI, UNICODE etc.) but this is very little efficient. Another form is 
the entropy analysis. Entropy is the disorder level of a system. In computing, the comparison of entropy 
levels may be used to determine which parts belong to a same file. In this case, the algorithm can cal-
culate the entropy level of the beginning of file, and from the located header check the entropy level of 
the subsequent clusters. In the moment a Cluster with a very different entropy level is reached, the end 
of file is also supposed to be found. Note that even if a recovered file cannot be opened for missing one 
or other small part, it shall be considered recovered for there are other tools and methodologies for fix-
ing corrupted files.

See the next example. If you open photography in a hexadecimal text editor, you will see that this 
kind of file is compound by millions of different characters. These characters are responsible for defin-
ing image size and resolution, its colors, shapes and all else that can be seen in the computer moni-
tor. This huge possibility of characters guarantees that photography Clusters will have a high degree 
of entropy.
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Figure 2. Hexadecimal view of a PNG file

If you open a text file with a “txt” extension in a hexadecimal editor, you will see that it is compound by 
a very limited set of characters (basically letters and numbers), assuring that the entropy degree is very 
low. See an example of a hexadecimal visualization of a text file in the figure below. 

Figure 3. Hexadecimal view of a TXT file

If these two files are sequentially recorded in the disk as shown in the figure below, although compu-
tationally complex it is possible to presume which was the last Cluster occupied by each of them and, 
therefore, to recover both files.

Figure 4. Example of two non-fragmented files recorded in the disc 
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DETERMINING THE END OF FILE BY FOOTNOTE LOCATION 
Luckily, many files have headers and footnotes. This makes the recovery processes easier. In this case, 
just locate the specific header of a document type and, from its address, locate the next valid footnote.

In the website http://www.garykessler.net/library/file_sigs.html you will find dozens of headers and foot-
notes of the main types of existent files. Based on the information obtained in it, it is possible to easily 
recover a file as shown in the example in the figures below.

Figure 5. Hexadecimal view of a PNG file header

The first figure shows the exact position of the beginning of the header of a file with a “PNG” 
extension. From it, we search the hexadecimal character set that represents the footnote of a 
“PNG” file, as shown in the next figure.

Figure 6. Hexadecimal view of a PNG file footer

Based on this information it is easily possible to export the data interval between the files header and 
footnote, saving it as a newly recovered file. This can be done in any hexadecimal editor. However, why 
to do it manually if we can use FTK Imager and Foremost?.

http://www.garykessler.net/library/file_sigs.html
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RECOVERING WITH FTK AND FOREMOST
Foremost program was originally developed for Linux Operating Systems. However, this tutorial will be 
run in Windows. To do this, we will use an emulator called Cygwin. It shall be downloaded in the follow-
ing website http://cygwin.com/ and installed with its standard configurations. If there is any difficulty while 
installing, refer to the technical material developed by developers.

Foremost shall be downloaded in the following website http://duncanwinfrey.com/wp-content/up-
loads/2012/05/Foremost-1.5.3-Cygwin-Build.zip. After downloading the program, put the “foremost.exe” 
and “foremost.conf” files inside the folder “C:\Cygwin\bin\”. Lastly, download the FTK Imager program 
from the website: http://www.accessdata.com/support/product-downloads. To perform the procedure, we 
shall generate a forensic image in a RAW format of the device where were the files we want to recover. 
This procedure shall be performed with the FTK Imager. Run FTK Imager. In the window that will appear, 
click on the option “Create Disk Image” as shown in the next figure.

Figure 7. Option for creating a forensic image with FTK Imager

In the following window, choose the option “Physical Drive” and click on “Next”.

Figure 8. Screen for selecting the copy type 

http://cygwin.com/
http://duncanwinfrey.com/wp-content/uploads/2012/05/Foremost-1.5.3-Cygwin-Build.zip
http://duncanwinfrey.com/wp-content/uploads/2012/05/Foremost-1.5.3-Cygwin-Build.zip
http://www.accessdata.com/support/product-downloads
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In “Source Drive Selection”, choose the drive from which you wish to recover the deleted files.

Figure 9. Screen for selecting the disc to be copied 

After selecting the source drive, we shall choose the forensic image format. To do this, click in the 
“Add...” button.

Figure 10. Starting the forensic image setup

In the next window, choose the first option (“Raw”). Do not forget that to recover files from a forensic 
image it shall be in a RAW format.
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Figure 11. Choosing the output format 

Next, you shall type the information about the forensic image. In our example, this is not necessary, 
so just click on “Next”. The next window shown below is very important; in it you shall choose the folder 
which will keep the new forensic image, the image name and the fragment size that shall be configured 
as “0” (zero), as shown in the following image. To conclude, click on “Finish”.

Figure 12. Choosing the destination folder of the image and image name

After finishing all configurations for generation of the forensic image, mark the option “Verify images 
after they are created” and “Precalculate Progress Statistics” and click on “Start”.
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Figure 13. Starting the forensic copy

After the forensic image is generated, a report will be shown indicating if the procedure was performed 
successfully. Now, we will begin the file recovery procedure. To do this, click on “Cygwin.bat” that can be 
found at “C:\Cygwin\” after the correct installation of the emulator. The program will begin in a terminal 
where we shall type the following command: 

“foremost.exe –c foremost.conf –i /cygdrive/c/<Source/Forensic_Image.dd> -o /Cygwin/c/<Destination 
Directory>”.

The parameter –i means “Input”, thus after the parameter it shall be indicated the RAW forensic image 
address just created. The parameter –o means “Output” and in the address where the recovered files 
will be stored shall be indicated. Note that to access the local drive by the emulator it is necessary to 
use /cygdrive/ and next the unit letter.

Another important observation is that the output folder indicated after the parameter –o shall be just 
created by the user. No file or subfolder can be created in it before the procedure; otherwise, Foremost 
will reject the folder.

Figure 14. Foremost command to file recovery
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If the command is complete, type “Enter”. The result is shown in the next figure.

Figure 15. Real time view of the recovered files information

When Foremost concludes the image checking and locates as many files as it is possible to recover, a 
summary will be presented indicating the amount of files recovered by type, as shown in the next figure.

Figure 16. Recovery Summary
 

The summary can also be found in the used folder as a Foremost output. In there all recovered files will 
be separated in folders, where each folder stores files of the same extension.

Besides, Foremost will name each file with a hexadecimal numeric sequel. This name is equal to the 
offset (index) of the first Cluster where the recovered file was located. That happens because Foremost 
is not capable of identifying the name and original properties of the recovered file since this information 
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is stored in the archive system. Remember that Foremost does not recover based on registry check of 
the deleted files in the archive system but based on signature and structure analysis, subject treated in 
the beginning of this tutorial.

CONCLUSION
At the first part of this article, you learned on how to recover deleted files with a method based on delet-
ed documents information location in the remaining entries of system files. This method is quite efficient 
when the disc was not formatted after file deletion and when the searched files were recently deleted.

At the second part, we saw another method that consists in analyzing all parts of the disc searching for 
known files headers and footers. Such feature makes it quite useful when the disc was formatted, which 
often makes the first method not suitable for use. This is the major difference between the first and the 
second method.  To better understanding, see table below of both comparative methods.

Table 1. Comparison of File Recovery 

Method 1 Method 2
Analyze the file system YES NO

Analyze the file structure (header and footer) NO YES

Recover files recently deleted YES YES

Recover files deleted from formatted discs NO1 YES

Recover files name and property (MAC Time...) YES NO2

Recover metadata of overwritten or corrupted files YES NO

Recover fragmented files YES3 YES4
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tion/understanding-windows-file-deletion
• 	 Cygwin, Quick Start Guide, http://cygwin.com/cygwin-ug-net/ov-ex-win.html

Footnotes
1	 Other software to file recover, similar to Recuva, are able to locate and recover files from the file alloca-

tion table backups. However, most of this software are not free.
2	 The Foremost is not able to recover file name and properties, as it does not analyses file system entries. 

However, some documents have information on their internal structure, as Microsoft Office documents.
3	 The ability of recovering fragmented files depends on the files system of the disc submitted to the recov-

ery process.
4	 The ability of recovering fragmented files depends on how close the fragments are from one another anf 

the structure of the located document.
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THE OTHERFTK!: 
FORENSICSTHAT 
KONVICT!
by Christopher M. Erb

Recently released studies have shown 93% of criminal and civil 
cases in the United States involve some type of digital evidence. 
Large capacity storage media containing massive amounts of 
digital evidence and constant changes in newly released software 
continue to bring challenges to digital forensics. That being said, 
computer forensic examiners are regularly tapped to process 
and examine vast volumes of data while removing superfluous 
rubbish. Today, computer forensic examiners are fortunate 
enough to have a host of forensic software and hardware products 
available to them and their respective agencies / corporations. 
This article discusses the best practices to preserve, examine, and 
report the results of a digital forensic examination with the use of 
AccessData’s Forensic Tool Kit® (FTK). 

F irst – a death investigation, an elected official, multiple news-
paper reporters, and unauthorized access to a government 
website; what does this have to do with computer forensics? 

PLENTY! This case of illegal actions by many players proved to be 
a disaster for the politician and a serious security breach of a gov-
ernment website. In 2005, the Lancaster City (PA) Bureau of Police 
investigated an unattended death. A short “blurb” of this investiga-
tion appeared in the local newspaper. The brief article contained 
specific confidential information given to police by the 911 caller who 
reported the incident to police. As a result of the security breach, 
there was an extensive secondary investigation involving multiple 
agencies working jointly on the case. Ultimately, a statewide investi-
gating grand jury was convened. The local elected coroner (having 
close ties to newspaper reporters at the Lancaster (PA) Newspaper 

What you will learn:
• 	 What precautions do you want to consider when 

handing digital evidence
• 	 Is the examination authorized and what is the 

scope of your examination
• 	 What pre–processing options should you consid-

er selecting
• 	 How to logically link a thumb drive to a computer

What you should know:
• 	 What artifacts are relevant to the investigation
• 	 How to explain your examination process and 

the results you have recovered
• 	 How to effectively prepare, review, and report 

your results with an investigator or a client
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Office,) leaked his user name and password to the Lancaster County 911 computer system. The news-
paper reporters used this restricted access to the government website to gather confidential information 
of crimes in progress for the purpose of preparing stories for print. 

Second – young love, murder, social media, plus a getaway. An 18 year old man shoots and kills his 
14-year-old girlfriend’s parents and flees the state with the girlfriend. David Ludwig was secretly dating 
14-year-old Kara Borden. Kara’s parents learned of the relationship and informed Ludwig that the situ-
ation was unacceptable and would be coming to an end. Ludwig rebelled by shooting and killing Kara’s 
parents in their Lititz, PA home and left the area taking Kara with him. Their whereabouts were unknown 
and information was limited. What was known was that Kara and Ludwig had computers, mobile phones, 
and accounts to social media websites. An immediate and intensive investigation quickly began. Among 
all of the chaos, computer systems and mobile phones were seized and examined. Ludwig was eventu-
ally captured. Kara was safe, and Ludwig plead guilty to two counts of first degree homicide. Recovered 
digital evidence played a major role in this case and Ludwig’s decision to plead guilty to both first-degree 
homicide charges. 

WHAT PRECAUTIONS ARE TAKEN TO COLLECT THE DIGITAL EVIDENCE?
In both of these cases, computer forensic examiners met with and educated lead investigators con-
cerning actual and potential digital evidence. Search warrants were drafted, approved, and executed. 
The warrants were detailed making sure to present all known facts of the case and to connect the facts 
of the case to the digital evidence. When the respective search warrants were served, proper docu-
mentation, and chain of custody were paramount. Items were photographed, inventoried, and placed 
in sealed and labeled evidence containers or bags. 

In many cases body fluids are present. To ensure safety from any harmful blood borne pathogens, and 
not destroy DNA or fingerprint evidence, latex gloves were used to collect and handle the evidence. In-
vestigators or those responsible for collecting digital evidence must also be cognizant of potential haz-
ards and not become complacent.

Items were taken to the computer forensic lab, where they were submitted for forensic analysis. 
Along with the physical pieces of evidence, copies of the investigative reports, search warrants, and 
a detailed lab request were submitted. Upon arrival all items were inventoried, placed in secured stor-
age, and the submitting investigator was provided a receipt of the evidence. Documentation of the sta-
tus and location of any evidence is a key element when keeping the chain of custody free from ques-
tion by opposing counsel in future legal proceedings.

WHAT IS THE SCOPE OF EXAMINING THE DIGITAL EVIDENCE?
It is of the utmost importance for the forensic examiner to be diligent in reviewing all submitted docu-
ments. A complete review of the search warrant or other legal authority, as well as the lab request MUST 
be done. Examiners must ensure both documents match with respect to what the case investigator / cli-
ent is requesting and what you as the examiner are authorized to recover, which is the data requested 
if it is present. During the examination, should an examiner happen to locate some important artifacts 
which are unrelated to the case at hand (or outside of the scope of the warrant,) the exam should tempo-
rarily stop and the submitting investigator should be notified immediately. For example, if the case being 
examined is a financial crime and the forensic examiner locates evidence of child exploitation, the legal 
authority does not contain permission to search for evidence of this “new” offense. Therefore, you cannot 
proceed with your analysis until the issue is addressed with the application of a second search warrant 
dealing with the new found crime. Data collected outside the scope of the legal authority can result in an 
argument for opposing counsel at future legal proceedings. There is a high probability that the recovered 
evidence will get tossed if a favorable opposing argument is successful.
An examiner should read any and all submitted investigative reports. This will inform the examiner of im-
portant details he may locate during the subsequent forensic exam. The examiner will also benefit from 
knowing the case when contact is made with the submitting investigator concerning the start of the ex-
amination and if any questions arise during the forensic examination. 

Most importantly, when and if the case goes to court or other legal proceeding, the examiner will be in 
a position to understand the complexity of the investigation and how his analysis bolsters or corroborates 
the facts of the case.
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WHAT PRECAUTIONS ARE TAKEN TO PRESERVE THE DIGITAL EVIDENCE?
Prior to any forensic examination, all equipment used should be validated and verified to safe-
guard the integrity of the digital evidence. Forensically-cleaned media is ideally used to store fo-
rensic images of the digital evidence. The practice of using clean media helps future legal ques-
tions from opposing counsel. The opponent may make an argument by asking questions similar 
to: “How do we know you did not already have that incriminating file on your computer before 
you started the exam?” or “How do we know if those files are not co-mingled with a previous 
case you may have worked on if you did not wipe the drive before examining my client’s com-
puter?” A pre-exam MD5 hash must be obtained. Upon conclusion of the examination, a post-
exam MD5 hash must be conducted again to verify the integrity of the forensic image. SHA1 or 
SHA 256 hashes may be done as well; however, that means more processing time is tacked on 
to the beginning and end of the exam.

Figure 1. Sample of tree structure

The forensic labs where I work have closed forensic networks with connection to a Secured Area Net-
work or SAN. A directory typically labeled by the case number is created and contains subdirectories 
for each piece of digital evidence. The subdirectory is titled by its uniquely identified evidence item. The 
subdirectory also contains additional directories and are typically titled, “Documents,” “Exported,” “FTK 
Exam,” “FTK Report,” “Image,” “Photos,” “Screenshots,” and “Supplemental.” A sample tree structure 
is depicted in Figure 1. I have found using directories helps to keep the case and all of the work on the 
case organized.

The imaging process is crucial! It is the foundation of the forensic examination and must be processed 
correctly with all of the safeguards in place. Typically, FTK Imager® is my tool of choice. After the media 
is connected to the exam machine via verified writeblocker, start FTK Imager®. I have made screen shots 
for each step taken in this process. The screenshots, (Figures 2 through 10) will walk you through every 
FTK Imager® prompt during the process of creating an image successfully. 

During the down time of the imaging process, I check the BIOS time and date, the boot sequence set-
tings and document the information in my case notes.
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Figure 2. Creating an Image step 1

Figure 3. Step 2

Figure 4. Step 3

Figure 5. Step 4

Figure 6. Step 5

Figure 7. Step 6
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Figure 8. Step 7

Figure 9. Step 8

Figure 10. Step 9

Upon completion of the image process, a full di-
rectory listing will be created, and the image will 
self-verify. The verification process can sometimes 
take as long as the imaging process. When all of 
these processes are completed, a dialog box will 
indicate a 100% progress bar. I screen-captured 
these dialog boxes and incorporate them into a 
supplemental report as a common practice. I la-
bel it “Imaging Process” and store it in the “Docu-
ments” directory of the case. Figures 11, 12, and 
13 are placed into this report. Notice on Figure 12 
there is an “Image Summary” button. If you click 
this button the .E01.txt content will appear. I also 
highlight all of the text, copy it, and place the text 
into my Image Verification supplement report. No-
tice on Figure 13 if you highlight any of the column 
labels, a description appears of its content in a text 
box at the bottom of the dialog box.

Figure 11. Creating image final steps

Figure 12. Image Summary Botton
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Figure 13. Creating Image final steps

Now that the Image process is completed, the next step I take is to close out all of the dialog boxes and 
close FTK Imager®. Then I power off the writeblocker, disconnect the media and if needed, reinstall the 
media in its original case and return it to secured evidence. The chain of custody will also be updated 
with the evidence returned to a secured evidence room / locker. 

To confirm the image path and ensure everything is functioning properly, I open FTK Imager® again.  
I select the source evidence type “Image File” radio button. I navigate to the case directory, “Image” sub-
directory, then select the .E01 file for the case, and open the newly created image. I expand the image 
directory tree structure to locate the following registry files:

• 	 SAM 	PATH = C:\Windows\System32\config\SAM
• 	 SECURITY	PATH = C:\Windows\System32\config\SECURITY
• 	 SOFTWARE	 PATH = C:\Windows\System32\config\SOFTWARE
• 	 SYSTEM	 PATH = C:\Windows\System32\config\SYSTEM
• 	 NTUser	PATH = C:\Users\??????\NTUser(specific “user generated” profiles) 

Once the registry files are located, I right click and select the “Export File(s)” option. I navigate to the case 
directory, then to the subdirectory “Exported” for the export destination. This accomplishes two things: 
1) Ensures connectivity of the forensic network is working properly when the image files are loaded into 
the FTK software, and 2) The exported files can be processed in FTK Registry Viewer® during down time 
when FTK is processing the case. 

WHAT PRE-PROCESSING OPTIONS SHOULD I SELECT?
The next step in this process is pretty much case specific. After logging into FTK® and creating your new 
case, you must select the options in which you want FTK® to process. The options an examiner chooses 
depends on what the case investigator / client needs for their respective investigations. If you already 
have customized process settings saved for a particular case, they may be selected at this point (Consult 
the .pdf user’s guide to build a case processing profile found under the HELP tab.) Decisions can also 
be derived from the scope of the legal authority, as well as the lab request submitted with the evidence 
on the front end of the case. Using Evidence Processing options of FTK v4.1®, I have prepared a screen 
shot describing the various functions available to an examiner. In Figure 14 below, selections are briefly 
described in red text boxes adjacent to each of the options. Some of the notations are a matter of per-
sonal preference; you may choose the options depending on the needs of your case. 
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Figure 14. Briefly described selections in red text boxes adjacent to each of the options

In Figure 15 below, the data carving options are selected on a case by case basis. There is an option 
to select all types if you have unknown variables in your case. This may yield results in a homicide case 
when you really have no witness statement because your victim is deceased. Always remember to stay 
within the scope of your legal authority when doing an in-depth examination. If you would like to exclude 
known files, it is a good idea to select the “Exclude KFF Ignorable box in this dialog screen.

Figure 15. Data carving options are selected on a case by case basis
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Figure 16 shows the Evidence Refinement options. This can be accessed by clicking “Evidence Re-
finement (Advanced)” option button along the left column of the Detailed Options screen. 

Figure 16. Evidence Refinement options

In the Ludwig homicide case, David fled the area in one of his family’s vehicles. It was assumed that Kara 
was with him immediately following the murders; however, their whereabouts were unknown. Family and 
friends were not in communication with either of them for days following the murders. Several witnesses, 
close friends, and family members of the Bordens and the Ludwigs were questioned by police to obtain 
facts about this case. It was quickly determined for months leading up to the murders, David and Kara 
communicated in various ways: cell phone calls, text messages, and the social media site Xanga.com.  
Investigators knew photos were sent to and from one another on their cell phones and as postings on social 
media sites. Both David and Kara left their cell phones behind inside their respective homes. The phones 
were collected as evidence with search warrants. Any and all computers, thumb drives, and media cards 
left behind by David and Kara were collected as well. When this incident occurred, FTK v1.x® was used. 
Many processing options that are now available could not be selected. 

In the second case involving the rogue coroner, I assisted Agent Robert Drawbaugh of the PA Of-
fice of the Attorney General. Agent Drawbaugh and I interviewed many witnesses, suspects, and other 
people of interest. We collected volumes of information over the course of several months. Court orders 
and subpoenas were authorized and issued by the judge presiding over a sitting statewide investigat-
ing grand jury. Throughout the course of this investigation, we were able to pinpoint specific pieces of 
information we knew had to be stored on digital media. That data would be helpful in corroborating infor-
mation gleaned from our investigation. The information included email communications to and from all 
parties involved in this case, internet history, web pages, documents, images, etc. Search warrants were 
executed in multiple locations. The coroner’s residence, office, and the newspaper office were served, 
and many additional items were collected. 
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Agent Steve Arter, and other members of the PA Office of the Attorney General’s Computer Forensics 
Unit, as well as Detective Peter Savage of the Lancaster County District Attorney’s Office, and Cpl. Jim 
Strosser of the PA State Police Computer Crimes Task Force helped examine the digital evidence in this 
case. We worked cohesively to locate and recover data of evidentiary value. FTK v1.x® was one of the 
primary forensic tools used in this investigation. Many of the automated processes available in today’s 
products were not available. In an effort to recover valuable data in both cases, time consuming manual 
searching of data was the order of the day. Examiners created and entered search scripts in the “Live 
Search” and keywords in the “Index Search” utilities built into the forensic software. Although it was very 
time consuming, this process proved to be incredibly effective. 

Ultimately, the grand jury indicted the coroner on multiple charges. Agent Drawbaugh and I were co-
affiants and criminally charged the elected official with a host of offenses. He eventually plead guilty 
in a plea agreement. The facts of each of these cases, and in the cases you are assigned to work on 
(whether they are in a criminal or civil arena), will determine what you are going to process, and guide 
the pathway to analysis. 

OK, back to the steps. Once all of your processing options are selected, click “OK.” After a brief refresh, 
as FTK® builds the case database behind the scenes, FTK® will reappear. Add the evidence to your case. 
A job-progress window will appear to inform you of the status or which processes are being performed, 
(see Figure 17 for an example).

Figure 17. Job-progress window

When processing begins, the image is loaded into FTK’s graphical user interface. Processed objects be-
gin to populate designated containers. You are able to review data as the objects are populating; how-
ever, constant refreshing occurs. Each time a refresh occurs, the objects you are viewing are interrupted. 
Ideally, it is best to let the software run uninterrupted. This is where registry viewer comes into play. 

LOOKING FOR THE ARTIFACTS
Earlier registry files were exported into the export directory of this case. Open AccessData Registry View-
er®. Click the “Open Folder” icon and browse to the exported registry files which have been exported. 

The registry files which have been exported previously may now be examined. The data gleaned from 
a registry analysis may be added to the report generator, and the software generated report can be 
saved to the forensic network in the case directory. I usually store the information in the created sub-
directory; FTK_Exam\FTK_Report\Registry_Reports which was created during the Case Creation (this 
directory path may vary on your system depending on your preferences). 

Although there is a lot of information available during the registry analysis, I typically include the below 
listed registry information in a registry report to be reviewed by the investigator / client:

• 	 SAM
• 	 User Accounts including SID numbers
• 	 Last logon
• 	 Number of logons
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• 	 Number of failed logons, etc.
• 	 SOFTWARE

• 	 Current Version of Operating System (OS)
• 	 Registered Organization
• 	 Registered Name
• 	 Latest service pack installed, etc. 

• 	 SYSTEM
• 	 Select (note the current control set value)
• 	 Time Zone
• 	 Mounted Devices
• 	 USBStor
• 	 TCPIP data
• 	 TCPIP Settings

• 	 NTUser
• 	 Typed URLS
• 	 PSSP
• 	 Intelliforms
• 	 Recent
• 	 MRU 
• 	 Prefetch (if applicable to case)

When completed, review the registry reports. Typically, a review of registry files will contain information 
where some of these important case specific artifacts may be located on the media. This may help guide 
you to some deeply hidden directory within another directory such as “Program Files” or “Windows”.

After the review of registry information and the evidence is processed in FTK®, view the overall tree 
structure of the suspect hard drive or whatever digital evidence you are examining. Look for, and note, 
any anomalies. They can be anything from a questionable filename, to an odd named directory such as 
“Dell” on an HP machine.

The artifacts are parsed out in their respective containers of FTK’s interface. When talking to your in-
vestigator / client, a keyword list of important words, phrases, numbers, or specific file names can be 
searched using the “Index Search” engine built into FTK®. Results will appear quickly and they will be 
listed in either allocated or unallocated space on the suspect drive. By expanding your results and se-
lecting them, the content of the file is recovered. It can be bookmarked for purposes of being included in 
the forensic report generated by FTK’s report wizard. Not in every case, but sometimes you may have to 
consider manually carving out artifacts from unallocated space. This can be a time consuming task, but 
it may be required. Custom carvers can be created (consult FTK® Users guide), or you may carve data 
from the unallocated space manually on the fly. Information in the user’s guide will help you define what 
to carve out and how to bookmark the data. 

Depending on the type of case this examination is involving, consider some or all of the below listed 
locations and/or procedures (depending on the operating system) in an effort to recover the artifacts for 
the investigator / client:

• 	 Examination and review of Recycle Bin, or Recycler
• 	 Attempt to match any removable media to the computer system
• 	 Deleted Files
• 	 Keyword searching for specific terms
• 	 Graphics
• 	 Multimedia
• 	 Documents
• 	 Spread sheets
• 	 Databases
• 	 Synced cell phone information

• 	 Texts – MMS and/or SMS
• 	 Email
• 	 Contacts
• 	 Calendars
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• 	 Images
• 	 Call logs
• 	 Voice messages/memos

• 	 Internet History
• 	 Browsing History
• 	 Cache
• 	 Cookies

• 	 Internet searching
• 	 Note which browser searched for what information and under whose profile

• 	 Internet Bookmarks, or Favorites
• 	 Web pages
• 	 Social Media Chatting/Activity/Buddy listings
• 	 Email & associated attachments
• 	 Listing of other software installed on the system
• 	 Password protected or encrypted files (depending on the version used)

• 	 Use PRTK®

• 	 Export word list
• 	 Use SAM, SYSTEM, and NTUSer registry files to build profile
• 	 Export associated files to the “Exported” directory
• 	 Drag and drop relevant files into PRTK®

• 	 P2P file sharing or newsgroup activity
• 	 Pagefile analysis
• 	 Manual data carving of relevant items located in unallocated space
• 	 Generation of timeline if available
• 	 .LNK files
• 	 Volume Shadow Copies
•	 Inclusion of pertinent metadata associated with any of the above
•	 If there is a need to use proprietary, or third party software to view artifacts, FTK Imager 

may be used to mount the image file as a read only drive to view the data

The artifacts listed are obviously not a complete list of items of value; however, they will be helpful to your 
investigator / client. Document procedures or steps taken to recover the data in your case notes!

.LNK files (mentioned above) could be important in your case. Screen-captures of .LNK files can be 
documented and included into reports. .LNK files can provide information such as a thumb drive being 
connected to your suspect’s computer. Time and date stamps can be included along with the file name 
and, more importantly, the volume serial number (VSN). In the examples shown below Figures 18 and 
19, you will see how a match can be made. In Figure 18, a screen shot of FTK’s interface is depicted. The 
“Explore” tab is selected and the Evidence Item “N@#$%^&P.E01” is highlighted. In the viewing pane 
on the right, I have selected the “Properties” view tab. You can see the highlighted VSN is F859-FF4F. 
Through the course of my examination I was able to locate a .LNK file (Figure 19 which is a screen shot 
of the .LNK file, can be bookmarked and viewed in a .html view). The .LNK file on the computer rep-
resents a record created when the thumb drive was suspected of being inserted into a USB port. Both 
volume serial numbers were a match, confirming the thumb drive had been connected to the computer; 
probably on the date and time shown on the .LNK file. From this information, along with the hash values 
matching on this particular file being recovered from the computer and the thumb drive, one can believe 
with certainty, this file resided on both pieces of media and the thumb drive was connected to the com-
puter. Additionally, the “System File” registry report indicated a match to the manufacturer of the USB 
thumb drive which was plugged into the computer.
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Figure 18. VSN of thumb drive

Figure 19. LNK file from computer

All artifacts of value recovered as a result of the examination may be bookmarked for inclusion on the 
forensic report generated by the software. Generate the report in .html, word document, or .pdf format. 
The forensic report will be stored in the “FTK_Report” directory created on the forensic network within 
your respective case directory.
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From the start of the forensic examination to the completion, every step taken must be documented in 
great detail. Documentation of the examination is just as important as the forensic artifacts you include 
in the software generated report. Case notes should include a complete description of the evidence, the 
hardware and software (including versions), and all facets of the actions taken during the examination. 
The reasons for this are two-fold: 1) During legal proceedings you will need to accurately recall what you 
did and how you came to find the artifacts you are reporting, and possibly render an opinion. 2) If your 
examination has to be replicated by a peer reviewer or opposing counsel, the other examiner will need 
to do exactly what you did to confirm your results. 

CASE EXPLANATION AND REVIEW WITH INVESTIGATOR / CLIENT
When the examination has been completed, and you have satisfied the request, contact the investigator 
/ client and advise them you are ready to review the case with them. It is very important the investigator 
/ client understands (sometimes in layman’s terms) what you have recovered and how the information 
plays a role in the case. When reviewing the case with the investigator / client do not be surprised if there 
is a lack of technological comprehension. Many times examiners take for granted the audience we are 
engaging knows, or has an understanding of, today’s technology as it relates to digital forensics. 

It may be necessary for examiners to allocate much of the day to completing a case review simply be-
cause you may have to educate your investigator / client as you are showing them the results. Additional-
ly, the results may be plentiful and the investigator / client may feel overwhelmed with large amounts of da-
ta. The investigator / client should be familiar and confident with these results to finalize his investigation. 

When the review is coming to an end, the investigator / client may have additional questions. Be certain 
to answer them completely and confirm the exam and the subsequent results are satisfied. Upon conclu-
sion of the case review, confirm with the investigator / client to close the case and finalize your reports. 
When confirmed, conduct an image verification to ensure the integrity of the original evidence. 

IN SUMMARY
When forensic examinations were conducted for both of these cases, examiners followed the aforemen-
tioned methodology. In the Ludwig murder case, deleted incriminating instant messages, video files, im-
ages, web pages, and emails were recovered. Mobile phone analysis produced voluminous amounts of 
call logs, text messages, and exchanged photograph images. Collectively all of the data was combined 
with the facts of a traditional criminal investigation and blended together well. Prosecutors claimed victo-
ry in this case, due in part to the abundance of incriminating and indefensible data recovered forensically. 

In the case of the coroner, Internet activity and the numbers of visits to the government 911 website 
were numerous. The newspaper reporter’s activity on the “secured” website had been continuous for 
nearly a year leading up to the investigation. Multiple email communications between the coroner and 
reporters were recovered, some of which were deleted. Forensics played a major role in this case. Re-
sults coupled with investigative efforts lead to an indictment and an eventual guilty plea. The use of FTK 
and its suite of forensic utilities were instrumental in the successful conclusion of these and many other 
cases I have worked.

Throughout the course of my career in law enforcement, as well as the private sector, I have found 
the steps included in this document to be very effective. Keeping current with constant changes in 
technology is important to examiners who need to be flexible and open to change with the technologi-
cal advances.

ABOUT THE AUTHOR
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FTK – IMPROVING 
PASSWORD RECOVERY
by Brian Mork

Password recovery is the most effective way to uncover data and 
information that suspects try to hide behind encryption, but it 
can also be very time consuming. In this article we will explore 
techniques and technologies that can dramatically reduce the 
amount of time required to recover passwords, and let you 
spend more time focusing on the actual investigation.

Let’s be honest. In our day to day forensics work, it is far more likely for 
us to encounter a user who has saved all of their passwords in a text file 
than anyone outside the forensic realm would ever guess. If a suspect 

hasn’t written down their password, it is likely as not to be along the lines of 
“password” or “123456.” On those rare occasions when a “complex” pass-
word is chosen, it will often conform to the pattern of “word from a dictionary 
with a capital first letter, followed by a single number or special character.” 
Those of us who are lucky enough not to spend our days working organized 
crime cases will find the case where we have to recover a password of any 
real complexity to be the needle in the haystack.

However, when we do come across the security expert or paranoid individu-
al that has not only chosen an exceptionally strong password but hasn’t left a 
solid trace of it on their system, what are we to do? Brute forcing a 32-charac-
ter password will take longer than most investigations have time to devote to 
it, and the evidence that is most closely protected can be critical to establish-
ing the activities of a suspect. This is the time where a well-developed pass-
word cracking program and procedures can make the difference in the case. 
In this article we are going to look at four separate improvements that can 
dramatically improve the success rate of password recovery efforts: improved 
wordlist generation, a dedicated Linux password recovery system, effective 
use of hybrid attacks, and using distributed password recovery operations.

OVERVIEW OF FTK CAPABILITIES
Before we start looking at how to improve our operations, we should have a 
baseline. For the purposes of this article I have chosen to use AccessData’s 
Forensic Tool Kit (FTK) 5.2 as my baseline. FTK is one of the top suites of 
tools used by forensic investigators and examiners today to ingest, process, 
analyze, and track digital evidence. It provides a built-in capability to attempt 
decryption of a wide range of files, based on code from the standalone Pass-
word Recovery Toolkit (PRTK).
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Note
AccessData provides a robust product in its PRTK and related Distributed Network Attack (DNA) prod-
ucts; PRTK is a standalone password recovery application designed to be run on a single system, while 
DNA is designed to break up a password recovery operation across multiple systems for greater efficien-
cy. Both products offer substantial improvements in speed and capability over the techniques available 
within FTK itself. This article has been written to address the case of individual investigators or organiza-
tions that need even more advanced password recovery techniques and who are willing to invest some 
extra manual effort.

I generally separate password recovery efforts into using one of five distinct attack methods:

• 	 Algorithm Attack – While it is not often seen, there are cases where a suspect has used an algo-
rithm that has known cryptographic weaknesses. In such cases, an attack on the algorithm itself can 
sometimes be leveraged to recover the protected content and/or the password.

• 	 Brute-force Attack – This method is an exhaustive search of an entire key space. While it is often 
performed sequentially (“a”, “b”, “c” … “aaaa”, “aaab”, “aaac”, etc), more advanced approaches will 
alter the ordering of search patterns based on the probability of their occurrence relative to one an-
other, such as search “the” before “zqx”.

• 	 Dictionary Attack – This is the simplest attack method, literally involving a list of potential passwords, 
each of which is tested to determine if it decrypts the protected content.

• 	 Implementation Attack – Implementation attacks rely on poor programming decisions to allow encryp-
tion to be bypassed. Common examples of this are when a particular program stores the password 
(normally XORed with a known phrase or similarly “protected”) within the content that is encrypted. 
Another example is when protection of data occurs only by having the container used to store the 
encrypted content requiring a password. For example, a program may store the protected content in 
cleartext within a file but programmatically require the input of a password to display the content.

• 	 Hybrid Attack – Hybrid attacks are also sometimes called rule-based attacks. In the most common 
variant of this approach, a dictionary of words is used as a seed and a series of rules (“capitalize 
the first letter”, “add ‘2014’ to the end of the word”, or “substitute ‘$’ for the ‘s’ character”) are ap-
plied to each word, as well as in combination. Hybrid attacks allow for the rapid generation of un-
common passwords from common words by mimicking the way humans often select passwords. 
For instance, a seed of “password” can generate results such as “p@ssword!”, “Pa55w0rd2014”, 
or “|*4$$\/\/0P,c|”.

FTK PASSWORD RECOVERY LIMITATIONS
As mentioned previously, FTK includes some degree of password recovery capability within the applica-
tion itself, but this is limited to basic dictionary attacks. In the normal use case, an examiner will compile 
lists of words that are frequently used by the suspect. This may be through parsing emails, examining 
memory dumps, or documents that are accessible. These words are then added to a defined password 
candidate list and tried in sequential order when a decryption attempt is requested.

This approach is simple to implement, and in many cases will yield a fair degree of success. In my ex-
periences, about 40 percent of user content will be broken from a simple parsing of their email history to 
generate a word list. What about the remaining 60 percent however?

IMPROVEMENT ONE: IMPROVED WORDLIST GENERATION
The single greatest improvement you can get relative to cost is to improve the manner by which you gen-
erate wordlists. There are a number of ways to do this. For example, I personally like building a wordlist 
in FTK from a Live Search using the following regular expression:

\<\w+\>

This search returns all single words found in the evidence, including memory dumps, unused drive 
space, documents, and files. Specifically, the search looks for a non-word character (such as a space, 
tab, or non-printable character), followed by one or more word-characters (lowercase and uppercase let-
ters as well as numbers), and terminated by another non-word character. Using this approach to gener-
ate a wordlist for a search actually emulates one of the built-in techniques that FTK will use to seed the 
PRTK and DNA tools, but you can perform the same function yourself without the need to purchase any 
additional software.
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Another favorite technique of mine for improving wordlist generation is using special interest websites, 
especially wikis. For instance, I was working a case a few years ago where the suspect had employed 
strong encryption to protect some files that we believed to be of importance to our investigation, and the 
usual attacks had failed to turn up a password. I noticed early on that he was quite interested in the show 
Farscape (a science fiction television show from the late 90s to the early 2000s). He made reference to 
several of the characters in his emails, his browsing history showed active participation in writing fan fic-
tion for the show, and he had even re-themed his entire desktop with a custom Farscape theme that he 
personally developed.

Given the unique names and references typically associated with science fiction, I thought there was 
at least a decent chance that the password was related to the show, so I used one of my favorite scripts 
called CeWL (authored by Robin Wood) to spider a few websites related to the show and generate a 
wordlist that was specific to that universe. My normal syntax for such a search is:

./cewl -d 2 -m 4 -w newwordlist.txt -v http://www.example.com

The above command will spider a from http://www.example.com to a depth of two pages, collect all 
words of four or more characters, and output the results of that search to a wordlist in the current direc-
tory named “newwordlist.txt”.

Several of the passwords fell to that approach, but there was still one large archive that we couldn’t 
gain access to. In the end, we actually did gain access, and through a similar means. I set up a spider 
on a website hosting the scripts and processed them to strip out stage directions, indicators of who was 
speaking, and join multiple words together, so that this:

“Crais: We are somewhat – inconveniently tethered inside a Budong.”

Became these passwords:

• 	 Wearesomewhatinconveniently
• 	 aresomewhatinvonvenientlytethered
• 	 somewhatinconvenientlytetheredinside
• 	 inconvenientlytetheredinsidea
• 	 tetheredinsideaBudong

That approach finally broke the archive file, with a phrase that included cursing in a fictional language. 
Appropriately tailoring and cultivating wordlists can have a substantial impact on your password recovery 
success rates. In fact, I maintain a personal library of thousands of such lists resulting from investigations 
and competitions, as well as proactive analysis, everything from wordlists on famous scientists to Poke-
mon to religious figures and terminology.

While AccessData’s PRTK and DNA offer the capability to parse the entire drive and use the index as 
a starting point, that capability is unfortunately not present in FTK. Interestingly, most of the capability 
we just examined in the script parsing is present in PRTK and DNA if all of the words are loaded into a 
dictionary (they are actually captured in the PP-3-03 passphrase rule), but that approach actually ends 
up being less efficient in terms of probable recovery times since all permutations will be tried rather than 
just combinations relative to the source material.

IMPROVEMENT TWO: DEDICATED LINUX BOX
An improved wordlist will greatly increase your chances of recovering a password, but choosing the right 
tool for the job will also have a substantial impact. Much as no two database connection tools are the 
same, the same applies to password recovery tools. For instance, when trying to recover the password 
of an older Unix system that stores passwords in the shadow file using MD5 to represent the password, 
there is no tool in my experience that performs the analysis faster than Hashcat. If I need to recover the 
password for a Microsoft Word .docx file, however, Hashcat doesn’t have such a capability, and then I 
turn to John The Ripper (and office2john).

It is certainly possible to run most of these tools on a Windows machine, but for the lower overhead lev-
els that can be achieved and the greater range of pre-built selections I prefer a 64-bit Linux build, nomi-
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nally Kali Linux. At present, I am using two single processor, 8-core 64-bit Kali Linux machines, each with 
32 GB of RAM and two dedicated graphics processing unit (GPU) cards.

As one additional note, it is also important to maintain awareness of what type of program is best suit-
ed to each type of algorithm. GPU-based attacks are excellent for iterative hashing approaches with a 
wordlist (where a given plaintext is hashed hundreds or thousands of times as a preventative measure 
against brute force searches), but are actually disadvantaged when each operation only needs to be per-
formed once. For example, straight MD5 calculations actually spend more time loading the wordlist into 
the GPU memory than actually performing the MD5 calculation in the GPU, leaving them more efficient 
as CPU operations.

Over the years, I’ve built out a simple table to show to new practitioners as a quick reference as to 
which tool to use. While there are certainly edge cases (notably instances where a GPU-based attack 
is not available for a particular algorithm), it provides a quick starting point to narrow down to the ap-
propriate tool.

Table 1. Password Recovery Attack Type

Algorithm Type Attack Type Processing Unit
Single Iteration 
(e.g. MD5 or NTLM)

Dictionary CPU

Hybrid GPU

Multiple Iteration 
(e.g. md5crypt or phpass)

Any GPU

While FTK doesn’t provide any GPU acceleration in its jobs, the components in PRTK and DNA don’t ac-
tually do so either. At the time of this writing the only decryption tasks in PRTK and DNA that task GPUs 
are WinZip 9 and Microsoft Office documents. By comparison, oclHashcat (a freeware password crack-
ing tool favored by many in the password recovery domain) supports more than 85 algorithms via GPU.

To put that into more concrete terms, using FTK with the “RockYou” wordlist (a popular collection of 
leaked passwords that contains 14 million unique passwords) against a md5crypt of a password not in 
the wordlist (such that all combinations must be tried) takes PRTK 7.4 seconds to complete, while JtR 
it completes in 1.6 seconds and oclHashcat finishes in a mere 0.9 seconds. All tests were run on the 
identical hardware using the most recent stable release versions of each program, with Windows Server 
2008 R2 (64-bit) for the PRTK test and Kali Linux (64-bit) for the oclHashcat and JtR tests. Put another 
way, using the Linux password recovery tools resulted in a 68 to 88 percent decrease in recovery time.

ENHANCEMENT THREE: HYBRID ATTACKS
Hybrid attacks are the difference between finding a password of “OldYeller” and “0ldy3113r.” While it is 
immediately apparent to the naked eye the relationship between those two passwords, from a complex-
ity (and entropy) standpoint the latter password is more difficult. Humans have a tendency to take things 
that are easy to remember, couple that with rules that are easy to remember, and generate seemingly 
strong passwords from that approach.

In certain instances, this holds true. If we take the first letter of each word in the phrase “My yel-
low watermelon could have sold for $8 on Tuesday but I held out for 10 trucks on Friday” we get 
“Mywchsf$8oTbIhof1toF”. The first phrase is easy to remember, the second one is a fairly strong pass-
word. Fortunately for us, most people are more likely to follow the “0ldy3113r” approach, and those types 
of rules are very easy to model.

Most of the tools that are used for password recovery at this point allow for the use of some rules or 
permutation engine, and the intent is the same for each: provide a way to specify how to translate human 
rules into all the variations that may be caused by them. While the built-in rules are an excellent starting 
point, I always like to perform modifications of my own, such as the following:

• 	 Create a rule set that substitutes one special character for another: This rule comes and goes in pop-
ularity over the years, but it’s a constant for my efforts. One of the most common permutations I come 
across is one where a simple substitution such as a “!” for a “l” then gets shifted by one character to 
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the right. For example, the password “Hello” is changed to “He!!o” and then to “He@@o”. Using a spe-
cial character substitution allows you to catch these changes in a combinatory manner, because the 
first expansion (from a built-in rule) will trigger the second (from a manually created rule).

• 	 Create a rule that appends the same special character to the start and end of the seed word: This 
is a personal favorite due to the number of times I’ve heard it explained to me. “Well, I just used my 
daughter’s name and added an asterisk on either side of it” is a typical response. When people are 
required to inject special characters they often do so at the beginning, the end, or both. This rule 
catches the third case.

• 	 Create a rule that appends every 4-digit number (0000 through 9999) to the end of each seed word: 
Whether it is the year they were born, the year their grandfather came back from the war, or the year 
they plan to retire, years are frequently added to basic passwords in an attempt to meet the com-
plexity requirements of a system or quickly pad the length.

• 	 Create rules based on patterns of character types, not just words: Be aware that suspects may avoid 
using common patterns, but that patterns may still exist. If you see an email signature from a com-
puter criminal that is signed with “eVILgUY” then build out a rule to combine words and invert the 
normal cases. If they sign it “eViLgUy” that can be templatized and captured in a rule as well.

One last part of the hybrid attack that is often overlooked is recombination. If you are working a case 
and find multiple passwords, do some analysis to determine if a pattern exists in the way passwords are 
being chosen, and build rules around that. If you recover four passwords, and looking at them you see 
that they are all one or more letters followed by a random six digit number, just knowing that information 
greatly reduces the key space you have to search. For example, this rule would state that the shortest 
password is seven characters long, but a search JUST of the seven-character space would only require 
52 million attempts with this knowledge (52 options for the first character, and 10 options for each of the 
six remaining) versus 6.9 trillion (95 options per character for standard ASCII printable characters) with-
out it, a reduction of 99.99 percent.

Here again, PRTK and DNA offer a similar capability to the tools readily and freely available in a dedi-
cated Linux environment such as Kali Linux, and even offer some built-in rules. Both PRTK and DNA 
also offer a full featured rule editor that is substantially more user friendly than the syntaxes used by most 
open source tools. If you have these tools, keeping and maintaining a list of custom rules can greatly in-
crease the efficiency of your key space searches.

ENHANCEMENT FOUR: DISTRIBUTED RECOVERY OPERATIONS
As Aaron Allston once famously said, “when all else fails, complicate matters.” Dan Kaminsky applied 
it to computers a little more succinctly when he said “sometimes, brute force *is* the elegant solution.” 
Either way, there comes a time when all the wordlist tailoring, tool selection, and approach optimization 
still won’t reduce the search time to a reasonable approach. When that happens, the only solution left is 
to literally throw more computing power at it.

A distributed recovery operation involves multiple systems acting in concert to parallelize the tasking at 
hand. If it would take one system eight hours to search a particular key space, then four systems working 
in parallel will be able to search that same space in two hours. There are many ways to accomplish this 
(and vendors willing to sell you their approach), but I’ll focus on just one of these with another common 
password recovery tool: John the Ripper (JtR).

JtR includes two features that make it relatively easy to manually parallelize operations: fork and node. 
The fork option allows JtR to create multiple processes to handle a single command. For instance, if JtR 
is told to process a wordlist that contains 10,000 entries and the fork command is specified with a value of 
“4” then four separate processes will be created, and each will be given a unique set of 2,500 entries from 
the total wordlist. The node option tells JtR how to split up tasking evenly between roughly equal systems, 
and pairs with the fork option. Each command executed by the node option specifies a number (or range of 
numbers) for the nodes to be interpreted by that command. For instance, on my two machines I specify the 
following to split up a common task (here, using JtR to crack MD5s between the two systems):

# On first machine
./john --wordlist=./star-trek.txt --rules --format=md5 --fork=8 --node=1-8/16 hashes.txt
# On second machine
./john --wordlist=./star-trek.txt --rules --format=md5 --fork=8 --node=9-16/16 hashes.txt
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Of course, each system requires the wordlist (star-trek.txt) and list of MD5s to crack (hashes.txt). The re-
sult is that on each system there are eight instances of JtR executed, and each instance is given 1/16th 
of the wordlist as a seed. Since I am also using the JtR rules engine to generate permutations on my 
wordlist, the result is a distributed, hybrid attack across two machines. Not bad for two quick commands!

SUMMARY
In the end, it all comes down to determining how much time you are spending on password recovery 
operations, how much appetite you have for hardware, and what the costs/benefits are to improving 
the efficiency of password recovery. Improving the efficiency of operations can be as simple as a few 
hours’ worth of effort, but once you start down the path you may quickly find yourself searching out new 
wordlists, dictionaries, rule set ideas, and tools. Password recovery is a deeply rewarding experience, 
both professionally in our investigations as well as personally in the hunt for that elusive bit of evidence 
that can provide concrete proof of circumstantial findings. Following the four steps laid out in this article 
will give you the basis, but it’s up to you to take your work to the next level. 
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